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(57) ABSTRACT

A method and device for processing Single Radio Voice Call
Continuity (SRVCC) switching, and a related terminal are
disclosed. In a technical solution of the disclosure, two sets
of authentication parameters can be stored during the pro-
cess of SRVCC switching, one set of which is stored into a
card and the other set is stored into a temporary data area,
and specific access to the authentication parameters is con-
trolled by a switch variable so that a user does not need to
consider using which data area. It is determined, after the
SRVCC switching succeeds or fails, whether authentication
parameters in the temporary data area need to be written into
the card. Calculated authentication parameters are directly
written into the card after the SRVCC switching is started,
so that update of the authentication parameters is more
flexible and signalling interaction with a network can be
reduced.

9 Claims, 3 Drawing Sheets

After a terminal receives an SRVCC switching command sent
by a network side, the terminal determines whether a PS
domain voice service under a current system of the terminal is
subjected to encryption and integrity protection, and when the
PS domain voice service under the current system of the
terminal is subjected ta encryption and integrity protection, the
terminal cenverts PS domain authentication parameters in the
current system into CS domain authentication parameters and
PS domain authentication parameters in a target system

S101
S

The terminal stores the CS domain authentication parameters
and the PS domain authentication parameters in the target
system into a temporary data area which can be accessed by
an NAS and an AS, and sets a switch variable for the
temporary data area
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g

When the terminal carries out SRVCC switching successfully,

the terminal writes, into a card, the CS domain authentication

parameters and the PS domain authentication parameters in

the target system stored in the temporary data area, and sets
the switch variable as reading from the card
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Fig. 1

After a terminal receives an SRVCC switching command sent
by a network side, the terminal determines whether a PS
domain voice service under a current system of the terminal is
subjected to encryption and integrity protection, and when the S101

PS domain voice service under the current system of the J
terminal is subjected to encryption and integrity protection, the
terminal converts PS domain authentication parameters in the
current system into CS domain authentication parameters and

PS domain authentication parameters in a target system

The terminal stores the CS domain authentication parameters
and the PS domain authentication parameters in the target 5102
system into a temporary data area which can be accessed by J
an NAS and an AS, and sets a switch variable for the
temporary data area

v

When the terminal carries out SRVCC switching successfully,

the terminal writes, into a card, the CS domain authentication S103

parameters and the PS domain authentication parameters in J

the target system stored in the temporary data area, and sets
the switch variable as reading from the card
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Fig. 2
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1
METHOD AND DEVICE FOR PROCESSING
SRVCC SWITCHING, AND TERMINAL

TECHNICAL FIELD

The disclosure relates to the field of communications, and
more particularly to a method and device for processing
Single Radio Voice Call Continuity (SRVCC) switching, and
an associated terminal.

BACKGROUND

With the continuous development of communication tech-
nologies, the technology in which it is able to make the voice
service switched from a Packet Switching (PS) domain to a
Circuit Switching (CS) domain appears. This technology is
called SRVCC switching technology. The mode of SRVCC
switching includes switching from a Time Division-Syn-
chronization Code Division Multiple Access (TD-SCDMA)
system to a TD-SCDMA system, switching from a TD-
SCDMA system to a Global System for Mobile Communi-
cations (GSM) system, switching from a Long Term Evo-
Iution (LTE) system to a TD-SCDMA system, and switching
from an LTE system to a GSM system. In a multi-mode
system, the application of the SRVCC switching technology
can greatly improve user experience.

A process of SRVCC switching is briefly described by
taking SRVCC switching from an LTE system to a TD-
SCDMA system for an example.

It the current system of a terminal is the LTE system, then
a PS domain voice service is initiated. After the PS domain
voice service is established, during the process of a call, a
network side decides, due to signal quality, to carry out
SRVCC switching. After resources of the network side are
switched, the network side informs the terminal to switch to
the TD-SCDMA system from the current LTE system. After
the switching is completed, the terminal can continue to
carry out the voice service under the TD-SCDMA system.
During the process, other PS domain voice services may also
be switched to the TD-SCDMA system for proceeding.

Due to that a voice service under an original system may
be subjected to encryption and integrity protection, in order
to switch the voice service to a target system from the
original system successfully, original authentication param-
eters need to be treated such that they are applicable to the
target system. During the mapping, the following problems
would be involved, for example, whether to convert authen-
tication parameters, when to start the conversion of the
authentication parameters, when to store the converted
authentication parameters into a card, and how to proceed
the authentication parameters when the SRVCC switching
fails. However, no related technology capable of solving the
above problems is disclosed at present.

SUMMARY

The disclosure provides a method and device for process-
ing SRVCC switching, and an associated terminal, which
can be used to process authentication parameters during the
process of SRVCC switching so that the SRVCC switching
can be completed successfully without impacting a service.

To this end, a technical solution of the disclosure is
implemented as follows.

A method for processing SRVCC switching includes that:

after a terminal receives an SRVCC switching command
sent by a network side, the terminal determines whether a

10

15

20

25

30

35

40

45

55

60

65

2

Packet Switching (PS) domain voice service under a current
system of the terminal is subjected to encryption and integ-
rity protection;

when the PS domain voice service under the current
system of the terminal is subjected to encryption and integ-
rity protection, PS domain authentication parameters in the
current system are converted into Circuit Switching (CS)
domain authentication parameters and PS domain authenti-
cation parameters in a target system;

the CS domain authentication parameters and the PS
domain authentication parameters in the target system are
stored into a temporary data area which can be accessed by
a Non-Access Stratus (NAS) and an Access Stratus (AS),
and a switch variable is set for the temporary data area; and

when the terminal determines that the SRVCC switching
succeeds, the CS domain authentication parameters and the
PS domain authentication parameters in the target system
stored in the temporary data area are written into a card, and
the switch variable is set as reading from the card.

When the terminal is switched to from an LTE system to
a Time Division-Synchronization Code Division Multiple
Access (ID-SCDMA) or Global System for Mobile Com-
munications (GSM) system by terms of an SRVCC switch-
ing mode, the step of converting PS domain authentication
parameters in the current LTE system into CS domain
authentication parameters and PS domain authentication
parameters in the TD-SCDMA or GSM system may include
that:

the card to receive an Access Security Management Entity
of Key (KASME), a downlink NAS COUNT value and a
Key Set Identifier for E-UTRAN (Evolved Universal Ter-
restrial Radio Access Network) (eKsi) in the LTE system are
read;

a Universal Mobile Telecommunications System (UMTS)
integrity key (IK) and a UMTS ciphering key (Ck) are
calculated;

a GSM ciphering key (Kc) of 64 bits is calculated
according to the calculated IK and Ck;

a Kc of 128 bits is calculated according to the calculated
IK and Ck;

a NewFlag used for indicating whether the calculated
keys are new keys is set as invalid; and

a UMTS ciphering key sequence number (CKSN) and a
GSM key set identifier (KSI) are set as the eKsi in the LTE
system.

When the terminal is switched to from a TD-SCDMA
system to a TD-SCDMA or GSM system by terms of an
SRVCC switching mode, the step of converting PS domain
authentication parameters in the current TD-SCDMA sys-
tem into CS domain authentication parameters in the TD-
SCDMA system or into CS domain authentication param-
eters and PS domain authentication parameters in the GSM
system may include that:

an IK and a Ck are calculated;

a Kc of 64 bits is calculated according to the calculated IK
and Ck;

a Kc of 128 bits is calculated according to the calculated
IK and Ck;

a NewFlag is set as invalid; and

a CKSN and a KSI are set as a PS domain KSI in the
current TD-SCDMA system.

A device for processing SRVCC switching includes:

an SRVCC switching command receiving module, con-
figured to receive an SRVCC switching command sent by a
network side;

an authentication parameter conversion module, config-
ured to: determine whether a PS domain voice service under
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a current system of the terminal is subjected to encryption
and integrity protection, and when the PS domain voice
service under the current system of the terminal is subjected
to encryption and integrity protection, convert PS domain
authentication parameters in the current system into CS
domain authentication parameters and PS domain authenti-
cation parameters in a target system;

an authentication parameter processing module, config-
ured to: store the CS domain authentication parameters and
the PS domain authentication parameters in the target sys-
tem into a temporary data area which can be accessed by an
NAS and an AS, and set a switch variable for the temporary
data area; and

an authentication parameter writing module, configured
to: when the terminal carries out SRVCC switching success-
fully, write, into a card, the CS domain authentication
parameters and the PS domain authentication parameters in
the target system stored in the temporary data area, and set
the switch variable as reading from the card.

When the device is switched to from an LTE system to a
TD-SCDMA or GSM system by terms of an SRVCC switch-
ing mode, the authentication parameter processing module
may be further configured to:

read the card to receive a KASME, a downlink NAS
COUNT value and an eKsi in the LTE system;

calculate an IK and a Ck;

calculate a Kc of 64 bits according to the calculated IK
and CKk;

calculate a Kc of 128 bits according to the calculated IK
and CKk;

set a NewFlag used for indicating whether the calculated
keys are new keys, as invalid; and

set a CKSN and a KSI as the eKsi in the LTE system.

When the device is switched to from a TD-SCDMA
system to a TD-SCDMA or GSM system by terms of an
SRVCC switching mode, the authentication parameter pro-
cessing module may be further configured to:

calculate an IK and a Ck;

calculate a Kc of 64 bits according to the calculated IK
and CKk;

calculate a Kc of 128 bits according to the calculated IK
and CKk;

set a NewFlag as invalid; and

set a CKSN and a KSI as a PS domain KSI in the current
TD-SCDMA system.

A terminal includes a device for processing SRVCC
switching, which includes:

an SRVCC switching command receiving module, con-
figured to receive an SRVCC switching command sent by a
network side;

an authentication parameter conversion module, config-
ured to: determine whether a PS domain voice service under
a current system of the terminal is subjected to encryption
and integrity protection, and when the PS domain voice
service under the current system of the terminal is subjected
to encryption and integrity protection, convert PS domain
authentication parameters in the current system into CS
domain authentication parameters and PS domain authenti-
cation parameters in a target system;

an authentication parameter processing module, config-
ured to: store the CS domain authentication parameters and
the PS domain authentication parameters in the target sys-
tem into a temporary data area which can be accessed by an
NAS and an AS, and set a switch variable for the temporary
data area; and

an authentication parameter writing module, configured
to: when the terminal carries out SRVCC switching success-
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fully, write, into a card, the CS domain authentication
parameters and the PS domain authentication parameters in
the target system stored in the temporary data area, and set
the switch variable as reading from the card.

When the terminal is switched to from an LTE system to
a TD-SCDMA or GSM system by terms of an SRVCC
switching mode, the authentication parameter processing
module may be further configured to:

read the card to receive a KASME, a downlink NAS
COUNT value and an eKsi in the LTE system;

calculate an IK and a Ck by using a formula derived
key=HMAC-SHA-256 (Key, S);

calculate a Kc of 64 bits according to the calculated IK
and Ck;

calculate a Kc of 128 bits according to the calculated IK
and Ck;

set a NewFlag used for indicating whether the calculated
keys are new keys, as invalid; and

set a CKSN and a KSI as the eKsi in the LTE system.

When the terminal is switched to from a TD-SCDMA
system to a TD-SCDMA or GSM system by terms of an
SRVCC switching mode, the authentication parameter pro-
cessing module may be further configured to:

calculate an IK and a Ck;

calculate a Kc of 64 bits according to the calculated IK
and Ck;

calculate a Kc of 128 bits according to the calculated IK
and Ck;

set a NewFlag as invalid; and

set a CKSN and a KSI as a PS domain KSI in the current
TD-SCDMA system.

It can be seen from the solution of the disclosure, com-
pared with the existing technologies, two sets of authenti-
cation parameters can be stored during the process of
SRVCC switching, one set of which is stored into a card and
the other set of which is stored into a temporary data area,
and access to the authentication parameters is controlled by
a switch variable so that a user does not need to consider
using which data area. It is determined, after the SRVCC
switching succeeds or fails, whether authentication param-
eters in the temporary data area need to be written into the
card. Calculated authentication parameters are directly writ-
ten into the card after the SRVCC switching is started, so
that update of the authentication parameters is more flexible
and signalling interaction with a network can be reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrated here are intended
to provide further understanding to the disclosure, and
constitute a portion of the disclosure. Illustrative embodi-
ments of the disclosure and description thereof are used to
explain the disclosure instead of constituting improper
restriction to the disclosure. In the accompanying drawings:

FIG. 1 is a flowchart of a method for processing SRVCC
switching according to the disclosure;

FIG. 2 is a flowchart of a method for processing SRVCC
switching according to an embodiment of the disclosure; and

FIG. 3 is a structural diagram of a device for processing
SRVCC switching according to the disclosure.

DETAILED DESCRIPTION

To make a technical problem to be solved, a technical
solution, and beneficial effects of the disclosure clearer and
easier to be understood, the disclosure is further elaborated
below with reference to the drawings and embodiments. It


















