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1
ANCHOR AUTHENTICATOR RELOCATION
METHOD AND SYSTEM

TECHNICAL FIELD

The disclosure relates to Worldwide Interoperability for
Microwave Access (WiMAX) network techniques, and in
particular to an anchor authenticator relocation method and
system.

BACKGROUND

As a new 4-th generation (4G) communication standard,
WiMAX has drawn a great concern of telecommunication
providers and equipment manufacturers over the world and
thus dominate the wireless wide band field. FIG. 1 is a sche-
matic view of the structure of the existing WiMAX network.
As shown in FIG. 1, a WiMAX network may mainly consist
of a plurality of network elements, such as a Mobile Station
(MS), a Base Station (BS), an Access Gateway (AGW, not
shown in FIG. 1), an authenticator, and an Authentication,
Authorization and Accounting (AAA) server, etc. The AGW,
BS and authenticator are located in an Access Service Net-
work (ASN), and the AAA server is located in a Connection
Service Network (CSN).

When the MS initially enters the network, the network will
assign an authenticator and a home AAA (HAAA) server in
the ASN to authenticate the MS, both of which are referred to
as an anchor authenticator of the MS. Before the life cycle or
timer for some security parameters expires, the MS or the
network side will have to initiate re-authentication. At this
time, authenticator relocation may occur along with the re-
authentication. Accordingly, a new authenticator may
become the anchor authenticator of the MS.

At present, in some scenarios, re-authentication occurs
along with the anchor authenticator relocation, while in other
scenarios, anchor authenticator relocation is performed with-
out re-authentication. For example, in the case where the
anchor authenticator, an anchor data channel functionality
and an anchor paging controller are in a same entity gateway,
relocation of the anchor data channel functionality and the
anchor paging controller may occurs without re-authentica-
tion.

In some scenarios in practice, anchor authenticator reloca-
tion may be necessary, but it is unnecessary for other logic
entities, such as the data channel functionality and the anchor
paging controller, to be relocated. Currently, there is no
implementation which is directed to individual anchor
authenticator relocation without re-authentication.

SUMMARY

In view of the above, the disclosure provides an anchor
authenticator relocation method and system, which is capable
of implementing anchor authenticator relocation without re-
authentication.

For the above purposes, the technical solutions according
to the disclosure are provided as follows.

An anchor authenticator relocation method includes the
following steps:

after an old authenticator accepts an anchor authenticator

relocation request of a MS, a new authenticator sends an
authenticator relocation request to an AAA server.

When the new authenticator passes the AAA server’s veri-
fication and the old authenticator confirms that the new
authenticator is trusted, the anchor authenticator is relocated
to the new authenticator.
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The method may further include the following steps which
are performed in the first place, or performed after the old
authenticator accepts the anchor authenticator relocation
request of the MS and before the new authenticator sends the
anchor authenticator relocation request to the AAA server:

sending, by the old authenticator, the AAA server a notifi-

cation message, which notifies the AAA server of the
new authenticator to be switched to and of the new
authenticator related information or a security parameter
X, provided by the old authenticator, so as for the AAA
server to verify the new authenticator.

The anchor authenticator relocation request may be initi-
ated by the new authenticator or the old authenticator.

The method may further include: rejecting, by the old
authenticator, the anchor authenticator relocation request,
when detecting that an act of re-authentication or authentica-
tor relocation is in progress.

The old authenticator may detect whether the act of re-
authentication or authenticator relocation is in progress in the
following way: setting in the old authenticator an anchor
authenticator relocation locking state identifier for the MS,
when the anchor authenticator relocation locking state iden-
tifier indicates a locking state, rejecting any other authentica-
tor relocation request and/or re-authentication request until
the authenticator relocation locking state is removed; or, set-
ting in the old authenticator a counter for the MS; when a
value of the counter is an odd number, rejecting any other
authenticator relocation request and/or re-authentication
request; or, setting in the old authenticator a timer for the MS
when the authenticator relocation of the MS occurs in the old
authenticator, rejecting any other authenticator relocation
request and/or re-authentication request until the timer runs
out of time.

The method may further include: setting, by the old authen-
ticator, a re-authentication locking state for the MS, wherein
in the re-authentication locking state, no other re-authentica-
tion is accepted.

The method may further include: rejecting, by the old
authenticator, the anchor authenticator relocation request,
when detecting that an act of re-authentication or authentica-
tor relocation is in progress.

The passing of the AAA server’s verification on the new
authenticator may comprise: verifying, by the AAA server,
the new authenticator by using a security parameter under a
Remote Authentication Dial In User Service (RADIUS) pro-
tocol or a Diameter protocol; and regarding the verification as
passing when the security parameter provided by the old
authenticator is identical to the security parameter provided
by the new authenticator.

The verification may comprise: sending, by the new
authenticator, the AAA server the authenticator relocation
request, which includes an NAI for the MS, a security param-
eter Z provided by the old authenticator or a security param-
eter W calculated from the security parameter Z, and is to
request for verification of the AAA server; determining, by
the AAA server, whether an available security parameter, or
the security parameter Z1 local to the AAA server, or a secu-
rity parameter W calculated from the local security parameter
71 is identical to a security parameter from the new authen-
ticator, and if yes, regarding the verification as passing.

The authenticator relocation request sent to the AAA
server by the new authenticator may further include an FQDN
of'the new authenticator, or a security parameter X provided
by the old authenticator, or a security parameter Y calculated
from the security parameter X provided by the old authenti-
cator.
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The verification may further comprise: determining
whether the security parameter X received from the new
authenticator is identical to a security parameter X1 received
from the old authenticator, or whether the security parameter
Y1 is identical to the security parameter Y, based on the
FQDN of the new authenticator provided by the old authen-
ticator, or the security parameter X1 provided by the old
authenticator, or the security parameter Y1 calculated from
the security parameter X1, and if yes, regarding the verifica-
tion as passing.

The relocating the anchor authenticator to the new authen-
ticator when the old authenticator confirms that the new
authenticator is trusted may comprise: requesting, by the new
authenticator, a Mobile Station (MS) context from the old
authenticator; and returning, by the old authenticator when
confirming that the new authenticator is trusted, the MS con-
text to the new authenticator.

The old authenticator may further return an old Master
Session Key (MSK) corresponding to the MS to the new
authenticator.

The confirming that the new authenticator is trusted may
comprise: returning to the old authenticator, by the new
authenticator, a security parameter U or a security parameter
V acquired from the AAA server; determining, by the old
authenticator, whether a locally available security parameter
Ul is identical to the security parameter U from the new
authenticator, or whether a security parameter V1 calculated
from the local security parameter U1 is identical to security
parameter V from the new authenticator, and if yes, confirm-
ing that the new authenticator is trusted.

The method may further include: where an authenticator
relocation locking state has been set previously, removing the
authenticator relocation locking state for the MS.

The method may further include: where a re-authentication
locking state has been set previously, removing the re-authen-
tication locking state for the MS.

The method may further include: sending, by the new
authenticator, an authenticator relocation complete acknowl-
edgement message to the old authenticator; clearing up, by
the old authenticator when acknowledging that the relocation
is successfully completed, the MS related information.

An anchor authenticator relocation system includes at least
a new authenticator, an old authenticator and an Authentica-
tion, Authorization and Accounting (AAA) server, wherein

the new authenticator is configured to interact with the old

authenticator, to send an authenticator relocation request
of'a Mobile Station (MS) to the AAA server after the old
authenticator accepts an anchor authenticator relocation
request, and to request the old authenticator to perform
the authenticator relocation upon receipt of a verifica-
tion pass response from the AAA server;

the old authenticator is configured to interact with the new

authenticator, to accept the anchor authenticator reloca-
tion request of the MS, to send an authenticator reloca-
tion success or complete response to the new authenti-
cator when determining the new authenticator is trusted,
and to relocate the anchor authenticator to the new
authenticator; and

the AAA server is configured to verify the new authentica-

tor and to send a verification pass response to the new
authenticator when the verification is passing.

The old authenticator may further be configured to reject
the anchor authenticator relocation request, when detecting
that an act of re-authentication or authenticator relocation is
in progress.

The old authenticator may further be configured to set an
authenticator relocation locking state for the MS when
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accepting the anchor authenticator relocation request, and
accordingly, to remove the authenticator relocation locking
state for the MS when confirming that the new authenticator
is trusted.

The old authenticator is specifically configured to set set-
ting an anchor authenticator relocation locking state identifier
for the MS, and reject any other authenticator relocation
request and/or re-authentication request until the authentica-
tor relocation locking state is removed, when the anchor
authenticator relocation locking state identifier indicates a
locking state; or, to set a counter for the MS, and reject any
other authenticator relocation request and/or re-authentica-
tion request when a value of the counter is an odd number; or,
to set in the old authenticator a timer for the MS when the
authenticator relocation of the MS occurs in the old authen-
ticator, and reject any other authenticator relocation request
and/or re-authentication request until the timer runs out of
time; the old authenticator may further be configured to set a
re-authentication locking state for the MS, and accordingly,
to remove the re-authentication locking state for the MS when
confirming that the new authenticator is trusted.

The old authenticator may further be configured to send the
AAA server a notification message, which notifies the AAA
server of the new authenticator to be switched to and of the
new authenticator related information, or a security param-
eter provided by the old authenticator, so as for the AAA
server to verify the new authenticator.

The new authenticator may further be configured to send an
authenticator relocation complete acknowledgement mes-
sage to the old authenticator.

The old authenticator may further be configured to clear up
the MS related information when acknowledging that the
authenticator relocation is successfully completed.

The old authenticator may further be configured to initiate
aprocess causing the MS to exit the network when there is any
rejection or failure response.

As can be seen from the technical solutions provided by the
disclosure, after an old authenticator accepts an anchor
authenticator relocation request of a MS, a new authenticator
sends an authenticator relocation request to an AAA server.
When the new authenticator passes the AAA server’s verifi-
cation and the old authenticator confirms that the new authen-
ticator is trusted, the anchor authenticator is relocated to the
new authenticator. The disclosure provides a detailed solution
to perform anchor authenticator relocation without re-authen-
tication.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic view of the structure of the existing
WiMAX network;

FIG. 2 is a flow chart of the anchor authenticator relocation
method according to the disclosure;

FIG. 3 is a schematic view of the structure of the anchor
authenticator relocation system according to the disclosure;

FIG. 4 is a flow chart of the anchor authenticator relocation
method according to the first embodiment of the disclosure;

FIG. 5 is a flow chart of the anchor authenticator relocation
method according to the second embodiment of the disclo-
sure;

FIG. 6 is a flow chart of the anchor authenticator relocation
method according to the third embodiment of the disclosure;
and

FIG. 7 is a flow chart of the anchor authenticator relocation
method according to the fourth embodiment of the disclosure;





















