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1
APPARATUS AND METHODS FOR
PROTECTION FROM INAPPROPRIATE
PHONE-DIALING

BACKGROUND

Since the advent of automated dialing in telephones (that
is, “speed dialing”), the prospect of inadvertently dialing
another party inappropriately (e.g., dialing a party at an
inconvenient hour of the day, or dialing a party who, for one
reason or another, should not be dialed at all) has increased.
As cell phones have evolved, the possibility of inadvertent
dialing of other parties has increased as the cell phones have
gotten smaller. For example, “pocket calls” can be initiated by
the simple bumping of a cell phone being carried within a
user’s pocket, as discussed, in the web article, “Perils of the
Pocket Call”, Red Tape Chronicles (MSNBC), Bob Sullivan,
May 9, 2008, available at http://redtape.msnbc.com/2008/05/
post.html:

Fix our phones!

But this is really a hardware design flaw. It’s up to cell
phone makers to improve their candy bars and innovate
to save us from ourselves. Apple’s iPhone has a decent
strategy—a small locking button on the top turns off
screen-touch functionality. Unfortunately, my fashion-
able iPhone friends tell me they often forget to hit the
lock.

How about some sensible behavior monitoring? After two
or three calls to the same number in quick succession, for
example, the phone could be locked until the dialer
proves it’s not an accident. A simple keystroke challenge
(“Ifyou are a person, type 5634” or some such) would do
the trick. So would a keystroke or finger gesture that
would be required to “wake” up the phone at all, like a
FIG. 8. The iPhone’s mandatory swipe after unlocking is
a good idea.

In the above-mentioned Red Tape article, the author pro-
poses what virtually all others in the art propose—a means of
completely locking-out a phone’s dialing/keyboard capabil-
ity until some sort of affirmative action is completed by the
user to ensure that the keyboard/dialing event is not an acci-
dent. Additionally, the above-mentioned article does not con-
sider any discrimination between contacts that should be
subjected to extra confirmation or verification features.

However, in addition to accidental calls that are initiated
through inadvertent physical interaction with a telephonic
device, inadvertent calls are often initiated through a mere
mental lapse. For example, a user in the Pacific Time Zone
dials a colleague in the Eastern Time Zone (a three-hour
difference) at 9:00 p.m. PST without the user realizing that
the call is going to someone who may well be asleep at
midnight EST. Another example might include the case
where a user is or should be familiar with the schedule of a
colleague, yet because of a mental lapse, the user dials the
colleague at a very inconvenient and/or inappropriate time
and/or place of location for that friend or colleague.

Of course, most users have a set of telephone numbers for
which the user would not desire special calling-confirmation
protections against inappropriate dialing and for which the
imposition of extra security measures to allow an outgoing
call to routine, trusted contacts would be considered an undue
burden. Likewise, the consequences of inappropriately dial-
ing an important business contact may be far more serious
than the consequences of inappropriately dialing a friend or
relative. No solutions in the art against inappropriate dialing
make any mention of this consideration, let alone make an
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exception to confirmation or verification measures for rou-
tine, trusted user contacts, with the possible exception of
emergency “911” dialing.

Many cell phone devices employ a keyboard “lock” to
prevent accidental dialing. For example, some “BlackBerry”
devices have a keyboard-locking capability that is disabled
when depressing the roller ball on the device three times.
Other similar solutions include the iPhone’s “Sleep/Wake”
button to disable the touch screen, which also requires that a
user drag the “slider” on the touch screen after reactivation
(i.e., “waking”) to ensure that the “Sleep/Wake” button was
not depressed accidentally. Some cell phones, however, rely
on a purely physical constraint to prevent inadvertent key-
board operations; for example the T-Mobile Sidekick Slide,
“T-Mobile Sidekick LX”, and Samsung D807 each use a
sliding cover that must be moved to expose the keyboard and
make the keyboard available for operations. In addition, the
EnGenius Durafon cordless phone family of products also
feature a keyguard to prevent any inadvertent key operations.
Notably, the above solutions all involved effectively com-
pletely locking-out the keypad/touchpad/touch screen from
all operations.

Other proposed solutions involve the installation of soft-
ware, such as “CellL.ock 1.4” (freeware produced by Mind-
Warrior), which is used to completely deactivate a keyboard
or touch screen until the designated “Unlock™ button is
pressed and a confirmation password is entered to unlock the
entire keypad/touchpad/touch screen. Similarly, the Elecont
Dialer (phone-dialer software for Windows Mobile) employs
a comparable scheme to prevent accidental clicks on a key-
board/touchpad/touch screen. Smart Dialer 2.1 software by
Netcom, intended for Pocket PC Windows Mobile 5.0, has a
feature to switch-off the device upon call completion as a way
to prevent accidental redial.

For many of the existing solutions involving a keypad/
touchpad/touch screen lock, there is further the problem of
receiving phone calls while the cellular telephone is in the
locked mode. In most examples, to receive a phone call, the
user simply answers the call as if the cell phone was in
standby mode. However, upon termination of the call, the cell
phone immediately reverts to the locked mode. After receiv-
ing a phone call, it is not unusual for a user to desire to make
another phone call based on the discussion he or she just had.
Since the cellular telephone is in the locked mode, the user
must go through the steps to switch the phone to active mode.
For many users, such a blanket lock-out policy within the
phone simply is neither needed nor desired to guard against
trusted, commonly called contact telephone numbers.

Predictably, makers of cell phones for young children have
thought about the problem of accidental dialing. For example,
Verizon’s Migo cell phone is deliberately designed to allow
the dialing of only a few telephone numbers entered into
memory (presumably by parents) and to require two key
presses for each call to guard against accidental dialing. To
dial an emergency number, the call button must be held down
for several seconds to guard against accidentally dialing 911
or the like.

Some have patented or applied for patent protection for
inventions that included solutions to prevent accidental call-
ing of telephone numbers. Some of these proposed solutions
also encompass voice-dialing.

For example, U.S. Patent Application Publication No.
2007/0286398 Al to Ramamoorthy et al., “Voice Recogni-
tion Dialing for Alphabetic Phone Numbers™, discloses that
the user initiating the voice-dialing may be prompted in some
embodiments to repeat the telephone number; however, that
type of verification simply lends itself to allow a user to
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simply repeat the telephone number without a calling-confir-
mation step to ensure that the user is actually aware of the
party being dialed associated with that telephone number.
Further, in very noisy environments such as motorcycle hel-
met phones, which must contend with wind noise, environ-
mental noises may make it difficult for the user to hear the
confirmation words that make up a spoken name, especially
in systems wherein the spoken name is synthesized (often
badly) by an automated speech-synthesis agent. Thus, the
other approaches do not present a comprehensive solution for
preventing or discouraging improperly recognized voice dials
to important contacts at an inappropriate time.

Some in the art proposed to make use of intelligent call
completion schemes to decrease the chance of wrong tele-
phone numbers being dialed. See, for instance, U.S. Patent
Application Publication No. 2006/0068786 to Florence,
“Dialing services on a mobile handset and remote provision-
ing therefore”, and U.S. Pat. No. 7,455,304 to Porter, “Tele-
phone quick dialing and re-dialing”. However, these types of
solutions do not address the problem where there is no mis-
entry of the format of an entered telephone number but where
the user is in need of a mental prompt to ensure that certain
parties are not inadvertently called at an inappropriate time.

U.S. Patent Application Publication No. 2006/0068786 to
Yu, “Method and apparatus for automatically deactivating a
keypad lock”, proposes allowing the deactivation of the lock-
ing of a keypad by employing the detection of time delays
between attempted key presses to determine whether a given
key press is likely to be an inadvertent keying event. This
solution also only involves a situation where a telephonic
device’s keypad/touchpad/touch screen is either locked or
unlocked for all inputs. U.S. Patent Application Publication
No. 2006/0030367 to Cowsky et al., “Method and apparatus
for protecting against an inadvertent keystroke”, also dis-
closes the detection of time by detecting if a key remains
depressed for a predetermined amount of time, and if so,
keeping the phone in a standby, locked mode. Cowsky goes
on to disclose that the keyboard can be re-enabled immedi-
ately after receiving a call, and the user may subsequently
provide the proper response in answer to a visual prompt to
re-enable to the keypad after completion of the incoming call.

Another approach which addresses the inadvertent dialing
of telephone numbers is proposed by U.S. Pat. No. 6,662,026
to Cordray et al., “Apparatus and Method for Detecting and
Handling Accidental Dialing on a Mobile Communication
device”. Cordray proposes monitoring outgoing and incom-
ing voice levels in order to detect an absence of conversation
in both directions for a specified period of time, after which
the call is terminated. This approach does not come close to
addressing the problem of preventing such inadvertent tele-
phone calls in the first place.

In all of the disclosures mentioned above, and myriad
similar disclosures in the art, none address the goal of pro-
viding a way to discriminately provide an additional layer of
protection against dialing certain telephone numbers stored in
the contacts database stored onboard a user’s telephonic
device (most typically a cellular phone) at an inappropriate
time, nor the goal of providing said additional layer of pro-
tection with regard to the dialing of certain, trusted or close
contact telephone numbers.

BRIEF SUMMARY

The present inventive concepts presented in this applica-
tion are generally directed to the problem of inappropriately
initiating a call or dialing telephone numbers that are stored in
the memory of a telephonic device, resulting in undesired
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completed calls at an inappropriate time. Most often, this
problem is experienced with cellular phones or similar com-
munication devices because of the fact that users typically
store many contact telephone numbers within the telephonic
device’s database, often with many numbers set up for speed
dialing. Even for numbers not setup for speed dialing, many
users need to be prompted to perform some sort of affirmative
step to ensure that a dialed outgoing call is not a mistake,
because of the potential adverse consequences of allowing
such a call to go through at a time inappropriate for calling for
a given party, such as at night, or after business hours on a
weekday, or on a weekend, or on a holiday. At the same time,
users need flexibility in their communications system such
that they can conveniently call trusted and/or frequently
called contacts without having to go through one or more
calling-confirmation or verification steps.

In one embodiment, a database of contact telephone num-
bers contained in a user’s cell phone will include a flag for one
or more contact entries to indicate whether dialing a particu-
lar contact should be subjected to one or more additional
outbound-call confirmation steps to prevent an inappropriate
call. Other, non-flagged contacts (such as personal contacts)
can remain “unlocked”; that is, no additional calling-confir-
mation to protect the user from calling those non-flagged
contacts at an inappropriate time is provided. In an embodi-
ment for those contacts flagged for one or more calling-
confirmation steps, said one or more calling-confirmation
steps requires a keystroke combination/confirmation step
before a prospective outgoing call may be completed.

Inone embodiment, this calling-confirmation step includes
an operation as simple as prompting the user with the ques-
tion, “Are you sure? (Y/N)”, to which the user enters “Yes” or
“No”, or presses one or more buttons signifying the affirma-
tive or negative. In another embodiment, the calling-confir-
mation step includes prompting the user to speak the word
“Confirmed,” or other word or group of words. In still another
embodiment, this calling-confirmation step includes prompt-
ing the user to simultaneously press a fixed or random com-
bination of keys, to enter a fixed or random sequence of keys,
to speak one or more fixed or random numbers, letters, or
words, or any combination thereof.

In another embodiment, this calling-confirmation step
includes prompting the user to enter a confirmation code; to
speak a confirmation word; to speak a phrase; to speak a
numeric sequence; to actuate a graphical user interface ele-
ment on a touch screen interface; to actuate a biometric-
authentication device (e.g., a fingerprint reader, hand-mea-
surement device, retinal scanner, etc.); to actuate a physical
control such as a switch, button, dial, wheel, joystick, track
stick, or trackball; or any combination of the above. One
skilled in the art will appreciate that any speech recognition
associated with the recognizing the speech inputs discussed
herein may be performed locally by a communication device
and/or an associated accessory or peripheral, or remotely by
a speech-recognition agent on a remote server or by other
remote communications infrastructure.

Additional embodiments may apply one or more calling-
confirmation steps for cases where the prospective outgoing
call is directed to a contact whose local time makes it an
inappropriate time to be initiating a call to that contact. For the
purposes of determining the contact’s local time, the con-
tact’s geographical location is based on the assigned locations
associated with the country code, area code, or other regional
codes within a selected phone number associated with the
contact in question. In an alternative embodiment, the con-
tact’s geographic location is based on address data stored
within the user’s phone, or stored in an online database or
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received from an information service. In another alternative
embodiment, the local time or time zone associated with a
contact may be explicitly stored in a record associated with
the contact. In still another alternative embodiment, the con-
tact’s geographic location is based on one of several existing
and emerging real-time or near-real-time Location-Based
Services.

In one embodiment, the contact’s local time is determined
by applying an algorithm which adjusts the UTC (Coordi-
nated Universal Time) according to time zone. In an alterna-
tive embodiment, contact’s local time is determined by com-
puting the relative difference between the user’s time zone
and the contact’s time zone. In yet another alternative
embodiment, the local time for a given time zone or a given
contact is looked up by contacting a remote cellular or online
time service. In an embodiment, the user’s cell phone display
presents the user with the notification of what the time is
locally for the contact in question and prompt the user with
the question as to whether the user wishes to continue with the
call. In one embodiment, if the user opts to not complete the
telephone call after the prompt, then the user is further given
the opportunity to enter in a time and date for the user’s cell
phone to prompt the user to try and make the outgoing call to
the contact in question again.

Importantly, it should be noted that the principles behind
each of the systems and methodologies disclosed herein can
generally be applied to communication devices and tele-
phonic dialing systems that are based on buttons, switches,
dials, wheels, joysticks, track sticks, trackballs, keypads,
touchpads, touch screens, voice-activated systems, biomet-
ric-authentication devices, or other inputs, or any combina-
tion thereof. In addition, the principles behind each of the
systems and methodologies disclosed herein can generally be
applied to communications accessories which allow the con-
figuration or initiation of communications calls alone, or in
conjunction with another communication device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts one embodiment of a system for detecting
and preventing an inappropriate outgoing communications
call.

FIG. 2 depicts the operational flow of the operations per-
formed in accordance with one embodiment of the claimed
invention.

FIG. 3 depicts the operational flow of the operations per-
formed in accordance with one embodiment of the claimed
invention.

DETAILED DESCRIPTION

Refer to FIGS. 1 and 2. One exemplary embodiment of the
claimed invention is generally directed to the problem of
dialing telephone numbers that are stored in the memory of a
telephonic device at an inappropriate time, resulting in undes-
ired completed calls. Most often, this problem is experienced
with cellular phones or similar communication devices
because of the fact that users typically store many contact
telephone numbers within the telephonic device’s database,
often with many numbers set up for speed dialing. Even for
numbers not setup for speed dialing, many users need to be
prompted to perform some sort of affirmative step to ensure
that a dialed outgoing call is not a mistake, because of the
potential adverse consequences of allowing such a call to go
through late at night or at some other inopportune time to a
given party. Atthe same time, these users may need flexibility
in their communication system such that they can conve-
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niently call 24-hour numbers and/or trusted and/or fre-
quently-called contacts without having to go through one or
more calling-confirmation steps.

Designating Certain Contacts for Extra Calling-Confirmation
Steps

In one exemplary embodiment, a database (35) of contact
telephone numbers stored in the onboard memory (20) of a
user’s communication device (5) includes a means to desig-
nate certain contact entries (40) to be subjected to one or more
outbound-call confirmation steps to prevent an inappropriate
call (50). Other, non-designated contacts (such as personal
contacts, businesses which are open around the clock, phone
numbers to access information services, voicemail boxes, or
other automated services, etc.) can remain “unlocked”; that
is, no extra calling-confirmation to protect the user from
calling those non-flagged contacts is provided. Several dif-
ferent strategies can be employed to designate one or more
contact records for one or more calling-confirmation steps.
For example, a database of contact records (35) can include a
data field, Boolean, bit-flag character, column, object, or
other data element to act as a “flag” (40) to designate a given
record for one or more calling-confirmation steps.

In an alternative embodiment, a separate calling-confirma-
tion database table (35) with a subset of contact records
represented in the main contact database (35) that stores
contact records can be used, wherein the contact records
listed in the separate calling-confirmation database table are
contact records required to be subject to one or more calling-
confirmation operations before allowing an outgoing call to
the associated contact to be dialed to initiate a call attempt.

In another alternative embodiment, a separate calling-con-
firmation database table (35) with a subset of contact records
represented in the main contact database (35) that stores
contact records can be used, wherein the contact records
listed in the separate calling-confirmation database table (35)
are contact records that are not subject to one or more calling-
confirmation operations before allowing an outgoing call to
the associated contact to be dialed to initiate a call attempt.

In an embodiment, a user can browse the user’s contact list
and view a contact along with associated time-zone designa-
tion shown associated with the contact’s listing, instead of (or
even in addition to) a geographical listing (e.g., PST in place
of California, EST instead of New York, etc.). Further, in one
embodiment, a given contact listing can be rendered in bold
and/or red text, or with some other visual cue, to emphasize
the inappropriateness of calling a given contact at the current
time. Note that the user also can see each contact’s local-time
info before even initiating an outgoing call; that is, the user is
still just browsing through his or her contacts list when this
data is displayed. For example:

Name Time Locale
Tom 10:16 AM California
Dick 1:16 PM New York
Harry**** 3:16 AM**** Tokyo ****

In the above exemplary Contacts List display, the user brows-
ing the list would note that the listing for Harry has visual cues
to help indicate to the user that it probably would be inappro-
priate to call Harry at 3:16 AM.

In another embodiment, a user can browse the user’s con-
tact list and view the calling-confirmation settings associated
with each contact.
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In yet another embodiment, the user is given the ability,
through the user’s communication device, to configure one or
more contact records for desired calling-confirmation status
(40). In a further embodiment, the user is prompted to confirm
desired changes to a contact’s calling-confirmation configu-
ration before a change is committed by the system.

Regardless of which method is used to designate a given
contact record for one or more calling confirmation steps, it
should be noted that such a designation is not only limited to
a single indicator (40) associated with a contact record to
define the one or more calling confirmation step(s) to be
applied (50). For instance, it might be desirable to have the
capability of “courtesy” calling confirmation steps (50) to
help prevent an inappropriate call to a given contact at an
inappropriate time of day. In one particular embodiment, a
user might be aware of certain times or dates to not call a given
contact and thus enters in such limitations for the contact in
the user’s communication device. In another embodiment,
the system is programmed (45) to assume that certain time
periods are customarily considered inappropriate to call
someone (for instance, calling a contact at 2:00 a.m. at the
contact’s locality would probably not be appreciated; similar
restrictions for the home or cellular phone numbers of busi-
ness contacts on weekends and/or holidays may also be
appropriate). The system thus launches one or more calling
confirmation steps for certain outgoing calls if the perceived
locality of the contact is such that a blocked-out time period is
indicated. Of course, the system may be configured (45) to
detect multiple designations for calling confirmation such
that for certain outgoing calls to designated contacts, a user is
first prompted with a calling confirmation message (50) of
something along the line of, “Are you sure you want to call
So-and-So?” Assuming that the user enters an affirmative
response, the system then might perceive that the contact is
presently located in a time zone such that the outgoing call
may be inappropriate, thus prompting the user again (50) to
let the user know of the time-zone differences involved and/or
to verify that the user really does want to place the call
regardless of the time of day for the contact in question.
Alternatively, the system can be configured to present only
one calling confirmation challenge when multiple conditions
triggering additional calling-confirmation steps are present.

Of course, the system can be configured (45) to perceive a
contact locality by any of several methods. One method is to
assign a time zone or local time based solely on which time
zone is associated with the country code, area code, and/or
other region code within a selected telephone number asso-
ciated with the contact. In an embodiment, a given contact
may have a plurality of phone numbers with differing region
codes, and thus a given contact may have a plurality of asso-
ciated local times and/or local time zones. Which of these
local times or time zones is relevant may thus depend on
which phone number associated with the contact has been
selected for dialing by the user. In an alternate embodiment,
an address associated with a given contact (e.g., stored within
the user’s phone, stored in an online database, received from
an information service or remote server, etc.) can be used to
determine the time zone or local time by looking up or com-
puting the time zone or local time associated with the location
using software on the phone, and/or using software on a
remote server. In another alternative embodiment, the time
zone or local time associated with a contact may be explicitly
stored in a record associated with the contact.

Given that a given contact could be traveling in a different
time zone than that associated with the contact’s telephone
number, home, business, or vacation address, or home, busi-
ness, or vacation time zone, other means to determine or at
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least approximate the contact’s location for the purpose of
assigning a time zone or local time can be used. Such methods
that are known in the art include, but are not limited to:
GPS-based Location-Based Service, Cell Identification,
Enhanced Cell Identification, Time Difference of Arrival
(TDOA), Time of Arrival (TOA), Angle of Arrival (AOA),
Location Signature, Electronic Terrain and Obstacle Data
(ETOD), Enhanced Observed Time Difference (E-OTD),
Advanced Forward Link Trilateration (A-FLT), Timing
Advance/Network  Measurement Report (TA/NMR),
Assisted GPS, Social Network Integrated Friend Finder
(SNIFF), or any combination thereof. Further, these services
may operate alone in a contact’s communication device, or
may be operate in conjunction with a remote device by means
of a short-range radio technology (e.g., Bluetooth and Ultra-
Wideband (“UWB”)) or other electromagnetic communica-
tions technologies. Many of these known technologies are
summarized at the following websites: http://en.wikipedia.
org/wiki/Location-based_service#Locating_methods, http://
en.wikipedia.org/wiki/GSM_localization, and https://www.
sniffu.com/us/.

In one particular embodiment, a contact’s present time
zone or local time is determined by configuring the database
in the user’s communication device to accommodate the entry
of the contact’s calendar data, which includes scheduled
locality information and which the system can use to assign a
given contact a perceived time zone or local time. The con-
tact’s calendar data may be entered manually (30) by the user,
or entered automatically upon receipt of the contact calendar
data by the communication device from either a communica-
tions event from the contact or from downloading of the
information from another computer system or online service
(e.g., Google Calendar) that contains the contact’s calendar
data. This type of calendar-based approach also allows a
warning message and/or confirmation step to discourage call-
ing a client or business contact while he or she is on a sched-
uled vacation, for example, and thus may preclude bothering
a client or business contact on his or her vacation. Addition-
ally, such a warning message and/or confirmation step may
allow the user to discover the contact’s “on vacation” status
without the user having to listen to a lengthy voicemail greet-
ing explaining the contact’s vacation schedule.

In an embodiment, in addition to approximating the
selected contact’s geographic location and thus current time
zone or local time, it might be desirable to perform the same
calculation for the user using any of the technologies dis-
cussed above or any technologies known in the art. For
example, after an evening of relatively heavy social drinking,
the user’s local time zone could be used to intercept the user’s
attempt to initiate an inappropriate call late on Friday night
based on the user’s local time.

In an embodiment, if the contact’s local time or local time
zone cannot be conclusively determined using one of the
methods disclosed herein, one or more alternative methods
disclosed herein may be used as a backup. In one particular
embodiment, a hierarchy, ordered list, or other data structure
indicating preference order may be stored in a device to
indicate which methods should be attempted before others. In
another embodiment, preferences as to which local time
determination method(s) or local time zone determination
method(s) should be relied upon over other methods may be
configured by the user.

In one embodiment, if the contact’s local time or local time
zone cannot be conclusively determined, the contact’s local
time or local time zone is assumed to be the same as the user’s.

In one embodiment, the contact’s current local time or “on
vacation” status can be displayed when the contact is selected
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for viewing in the address book of the communication device.
Alternatively or additionally, the contact’s local time or “on
vacation” status can be displayed while the call is being dialed
and/or is connected. A variation on this concept has the dis-
play including an indication of what day it is for that contact.
Such functionality can be useful for scheduling purposes. In
addition, these options can be useful to help the user to give a
time-appropriate greeting when calling a customer or other
contact. For example, a user in New York at 1:16 P.M. may
then greet a contact in California with “Good morning!”, a
greeting appropriate to the contact’s local time, even though
it is afternoon in New York.

Implementation of One or More Calling-Confirmation Steps

In one embodiment, for outgoing calls to those contacts
designated for one or more calling-confirmation or verifica-
tion steps (40), the programming of the user’s communication
device (45) causes the user to be visually prompted (50)(70)
with a message and/or some other visual prompt (50)(70) on
the communication device’s display (25)(70). This visual
prompt may include an identifier for the contact in question,
wherein that identifier can be a name, a nickname, a code-
word, a number, or some combination thereof. In another
embodiment, an audio prompt (50) can be used to prompt the
user with a confirmation request. This audio prompt may
include an audio identifier for the contact in question, wherein
that audio identifier can be a name, a nickname, a codeword,
a number, or some combination thereof. In still another
embodiments, a visual prompt (50)(70) can be accompanied
by an audio prompt (50). The prompt requires the user to
acknowledge the prompt in some way, such as by providing
an affirmative entry (30)(75) of some sort of confirmation
input to confirm the user’s desire to make the outgoing call—
that the prospective outgoing call is an appropriate attempt by
the user to complete the call. In one embodiment, the user can
also enter (30)(75) a negative response or other escape
sequence to cancel the call. However, if the user provides no
recognized response to the prompt then the call may be auto-
matically canceled. In another embodiment, if the user pro-
vides no recognized response to the prompt within a prede-
termined/programmed period of time, then the call may be
automatically canceled.

In one embodiment, if the user enters an unrecognized
response, the user may be prompted to re-attempt to enter a
calling-confirmation input. In a further embodiment, the user
may be given one or more options, such as to cancel the call
attempt, or to re-attempt to enter a calling-confirmation input.

In an embodiment, in the case of a user response to cancel
an outgoing call in response to a prompt based on time zone/
local time/vacation considerations for the selected contact,
the system can be programmed (45) to prompt the user to
reschedule the outgoing call (50)(70), which would cause
another prompt to launch at the user-inputted (30)(75)
rescheduled time and date.

Of course, if a dialed contact is not designated for one or
more calling-confirmation steps, then the system permits the
outgoing call to be attempted as it normally would, without
said one or more calling-confirmation steps.

In one embodiment, the communication device’s program-
ming instructions (45) can cause the disabling of any speed-
dialing capability associated with a contact designated for
one or more calling-confirmation steps.

Types of User Confirmation-Response Entries

The types of entries of calling-confirmation input (30)(75)
received from the user in answer to the calling-confirmation
prompt (50)(70) will vary as a function of the type of user
interface (30, 25) for the communication device. For commu-
nication devices that rely primarily on keypad, keyboard,
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touchpad, or touch screen entry, the user response to enable an
outgoing call can require a specific calling-confirmation
code, such as an alpha-numeric password, alpha-numeric
phrase, swipe of a touchpad, or actuation of a graphical user
interface element such as a slider bar. In one embodiment, the
user entry can require the simultaneous pressing of at least
two-keys and/or buttons, the combination of which may
involve two keys or buttons that are not proximal to each other
to ensure that the simultaneous pressing is deliberate. In
another embodiment, a similar scheme could be applied for a
touch screen or touchpad, wherein one or more of the at least
two keys or buttons in the combination press are graphical in
nature.

In an embodiment involving a touch screen, the user input
(75) required to enable an outgoing call subjected to one or
more calling-confirmation steps can require that the user pro-
vide an affirmative indication and/or negative indication of
user intent by way of depressing a button or other mechanical
control element on the communication device, followed by
the user’s manipulation of a graphical user interface control
element on the touch screen, thus combining one or more
graphical “virtual” control elements with one or more
mechanical control elements.

In another embodiment, user input for dialing can be by
way of speech-recognition dialing; therefore, the user input
(75) to respond to the calling-confirmation prompt (50)(70)
may also be by way of speech recognition of voice com-
mands, or by way or a combination of voice commands and
the deliberate actuation of a mechanical control element or
graphical-control element. Further, the user may provide the
confirmation-response input (75) by way of a second wire-
less-input device, such as a Bluetooth device.

In another embodiment, the user can designate one or more
contacts as belonging to one or more categories. Exemplary
categories may include, but are not limited to, “Personal,”
“Clients,” “Customers,” “Colleagues,” “Businesses,” “Fam-
ily”, “Friends,” “Important,” “VIP,” “Local,” “International,”
“Domestic,” etc. In another embodiment, the user can desig-
nate one or more individual numbers associated with a con-
tact as belonging to one or more categories. Exemplary cat-
egories may include, but are not limited to, “Home,”
“Cellular,” “Mobile,” “Work,” “Office,” etc. In one embodi-
ment, a given contact, or given number associated with a
given contact, may belong to a plurality of categories at a
given time. In another embodiment, a given contact, or given
number associated with a given contact, may belong to only
as many as one category at a given time. Using categories,
calling confirmation can then be globally activated or deacti-
vated by the user for an entire category of contacts. For
example, when the user leaves work at 5:00 PM on a Friday
night, he or she may turn on calling confirmation for all users
belonging to the “Clients” category, but leave calling confir-
mation off for all users belonging to the “Friends” category. In
another example, the user may activate calling confirmation
for the “International” category of contacts; that is, the cat-
egory containing all contacts whose local times are less likely
to be known to the user.

In one embodiment, the user can categorize personal num-
bers of a contact (e.g., home or cellular numbers) differently
from business numbers of that contact (e.g., businesses or
business phone numbers). Alternatively, the communication
device may categorize these numbers by default, and in an
embodiment, the user may override those defaults.

In one embodiment, the communication device may give
all new or uncategorized contacts a default category. In
another embodiment, the communication device connects
with an information service (such as a telephonic directory
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assistance service, a web-based information directory, etc.) to
look up a new or uncategorized contact number, and if the
number shows up as a business number (e.g., the local pizza
restaurant, the main office number of a given client or cus-
tomer, etc.), then the communication device will assign the
contact to a category which does not require time-related
checks and/or confirmation steps.

In an embodiment, confirmation can be selectively enabled
or disabled for a given category of numbers and/or contacts.
This selective enablement or disablement can occur as aresult
of a default setting for such a category, a default which can
subsequently be overridden on a per-number or per-category
basis by the user, or a user-specified setting. Therefore, for
example, a user can still call the local grocery store to get its
off-hours recording to find out its hours of operation, and a
user can call the user’s lawyer’s office with the intent to leave
an after-hours voicemail without being hit with an annoying
confirmation step. In neither of the above cases would the user
actually be disturbing anyone due to the late hour; therefore,
there would be no need to go through a calling-confirmation
step. In another embodiment, emergency numbers and/or
emergency contacts (e.g., 911) are automatically exempted
from time-related checks and/or confirmation steps. In still
another embodiment, numbers for automated services (e.g.,
the phone number to reach an information service, cellular
service numbers such as those beginning with a *; or other
numbers) may be exempted from confirmation by default.
Such numbers exempted by default may be pre-stored in the
memory of the device prior to purchase, or may be received
and stored by the device at a later time.

In another embodiment, a time-period specification may be
received from the user which specifies times during the day or
week wherein calling confirmation is automatically required
for a given contact or group or category of contacts. This
allows certain contacts or types of contacts (e.g., business
contacts) to require one or more calling-confirmation steps
outside of certain hours (e.g., business hours). The time-
period specification may be used in one or more of a variety of
ways. In one exemplary embodiment, a time-period specifi-
cation is used to automatically activate the requirement for
one or more calling-confirmation steps during a specified
time period. In another exemplary embodiment, a time-pe-
riod specification is used to automatically deactivate the
requirement for one or more calling-confirmation steps dur-
ing the specified time period. In yet another exemplary
embodiment, a time-period specification is used to automati-
cally activate the requirement for one or more calling-confir-
mation steps outside of the specified time period. In still
another exemplary embodiment, a time-period specification
is used to automatically deactivate the requirement for one or
more calling-confirmation steps outside of the specified time
period. In alternative embodiments, contacts are logically
grouped by perceived current geographical location, and
those discrete logical groups of contact records are subjected
to the time-period specification in one or more ways as
described above.

In one embodiment, the user can simultaneously enable
and/or disable calling confirmation for a plurality of contacts
or numbers by changing the mode of operation of the com-
munication device. This may be accomplished by actuating a
mechanical control element or a sequence thereof, and/or
manipulating a graphical-control element, and/or inputting
an audio command. This type of “global” control allows
quick behavior changes to allow for situations which are
especially conducive to time-inappropriate calls (e.g., the
user is in Japan, while the user’s friends, family, and business
are in Colorado; further, the user is jetlagged and more likely
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to forget that his contacts in Colorado are likely asleep). In an
embodiment, a calling-confirmation code or other calling-
confirmation step is required to simultaneously enable and/or
simultaneously disable calling confirmation for a plurality of
contacts.

A System for Detecting and Preventing an Inappropriate Out-
going Communications Call

Referring again to FIGS. 1 and 2, an exemplary embodi-
ment encompasses a system for detecting and preventing an
inappropriate outgoing communications call initiated from a
communication device (5); said communication device com-
prising an onboard controller circuit (15), onboard memory
for storing contact information (20), including contact names
and telephone numbers (optionally, additional data may be
stored, such as an address associated with a contact, geo-
graphic location data associated with a contact, a time zone
associated with a contact, a local time associated with a
contact, or other data, or a combination of one or more of the
above), adisplay device (25), and a user-input device (30); the
system comprising at least one database (35) stored in said
onboard memory (20) containing at least one contact record,
said record having at least one associated confirmation-indi-
cator (40) to indicate whether a given contact record should
be subject to one or more calling-confirmation steps before
allowing an outgoing call to the associated contact, and pro-
gramming instructions stored on a computer-readable
medium to be executed by said controller circuit such that
when a user attempts to initiate a call to a stored contact or
contact telephone number, and such that if said stored contact
or contact telephone number has an associated confirmation-
indicator, then a confirmation-prompting message is pre-
sented to said user, and wherein said user is required to enter
an affirmative indication to enable said attempted outgoing
call to be actually dialed.

In one embodiment, programming instructions (45) are
stored on a computer-readable medium to be executed by said
controller circuit (15) such that when a user attempts to ini-
tiate a call (55) to a stored contact or stored contact telephone
number (60) selected from said first communication device
(5), and such that if said stored contact or stored contact
telephone number has an associated and enabled confirma-
tion-indicator (40)(65), then the contact’s local time and/or
time zone is calculated to determine whether the attempted
outgoing call is appropriate (70) and if not, then one or more
calling-confirmation steps is required to allow the outgoing
call to be placed. Then, said display device (25) displays a
calling-confirmation-prompting message (50)(75) to said
user, wherein said calling-confirmation-prompting message
(50)(75) conveys to said user a need to verify that said
attempted outgoing call is a valid and appropriate or other-
wise desirable attempt to call said selected contact or contact
telephone number. In an embodiment, the user is required to
enter (30)(80) an affirmative indication (50) (85) according to
said calling-confirmation-prompting message (50)(75), and a
predetermined or randomly-generated calling-confirmation
response (50)(85) to enable said attempted outgoing call to be
actually dialed (95), and wherein if said user enters (30)(80)
anegative indication according to said confirmation-prompt-
ing message (50)(85) and a predetermined calling-confirma-
tion response (50)(85) or if said user fails to respond to said
calling-confirmation-prompting message (50)(75)(within a
predetermined period of time (80) in one embodiment, or fails
to respond at all, in an alternative embodiment), then said
attempted outgoing call is cancelled (100). In another
embodiment, if said stored contact telephone number has an
associated calling-confirmation indicator (40) indicating that
no calling confirmation is required to allow the outgoing call
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to be placed (65), or if said user provides an affirmative
response to said calling-confirmation-prompting message,
then said attempted outgoing call is allowed to proceed (and
assuming connectivity, reception, network authentication, or
other conditions sufficient to place a call as known in the art
are met, placed to said selected contact’s communication
device (10)(95)).

In another embodiment, said confirmation-prompting mes-
sage (50)(75) comprises an audio alert such as a buzzing
sound, a beeping sound, an audio tone, a spoken warning, a
musical interlude, or other audio output which may be gen-
erated on the communication device, or a combination of one
or more of the above. In still another embodiment, the con-
firmation-prompting message (50)(75) comprises a visual
alert combined with such an audio alert.

In an embodiment, said user-input device comprises one or
more controls selected from the group consisting of buttons,
switches, dials, wheels, joysticks, track sticks, trackballs,
keypads, touchpads, touch screens, voice-activated systems,
and biometric-authentication devices.

In another embodiment, said user-input device is a keypad
and said affirmative indication is entered by said user by way
of at least one keypad entry.

In another embodiment, said user-input device is a touch-
pad or touch screen and said affirmative indication is entered
by said user by way of user’s manipulation of a graphical
control on said touch screen.

In another embodiment, said user-input device is a speech-
recognition device and said affirmative indication is entered
by said user by way of providing at least one voice command.

In another embodiment, said one or more calling-confir-
mation steps for contact records or contact numbers with an
associated confirmation indicator is automatically enabled
when speech-recognition dialing is being used.

In an embodiment, the user can customize at least one
contact record by configuring said at least one associated
calling-confirmation indicator (40) for a contact record. This
configuration may comprise a wide variety of user interface
options, including a graphical user interface (e.g., checkbox,
menu option, radio button, or other graphical user interface
element). In one embodiment, said user is prompted (50) to
confirm said customization of a given contact record’s said at
least one associated confirmation-indicator (40). In one
embodiment, different calling-confirmation indicators (40)
may be set for each phone number associated with a contact
record.

In a further embodiment, said programming instructions
(45) allow said user to control whether all said calling con-
firmation of outgoing calls for contact records with an asso-
ciated confirmation indicator (40) is enabled or disabled by
entering a predetermined confirmation code. Alternatively,
said programming instructions (45) allow said user to control
whether all said calling confirmation of outgoing calls for
contact records with an associated confirmation indicator
(40) is enabled or disabled by entering a randomly generated
confirmation code (i.e., the communication device presents a
randomly generated sequence of numbers, letters, or words to
be input into the communication device, or spoken aloud, to
enable the attempted call to proceed).

In another embodiment, said at least one associated con-
firmation-indicator for said at least one contact record com-
prises a flag that indicates to said programming instructions
whether a given contact record or number associated with a
contact record should be subject to one or more calling-
confirmation steps before allowing an outgoing call to the
associated contact to be dialed to initiate a call attempt.
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In another embodiment, said at least one associated con-
firmation-indicator for said at least one contact record com-
prises a confirmation database table with a subset of contact
records represented in said at least one database.

One skilled in the art will appreciate that relevant contact
data, customized confirmation-configuration data, or other
data may be stored on a detachable memory card, media card,
or remote server without departing from the scope of the
claimed embodiments.

A Method for Preventing an Inappropriate Outgoing Com-
munications Call

FIG. 3 illustrates the operational flow of the operations
performed in accordance with one embodiment of the
claimed invention in which a communications call is pro-
cessed to prevent an inappropriate outgoing communications
call initiated from a communication device. A receive opera-
tion (105) receives a request from a user to initiate a commu-
nications call to a given contact. In one embodiment, the
request is received directly by the communication device
(e.g., by the dialing of a phone number, by the dialing of *69
or other dialing code which attempts to call the last number
that called the communication device, by the selection a
phone number, by the selection of contact from an address
book, by the selection of a contact or phone number from a
call log or other list of recently dialed calls, etc.). In another
embodiment, the request is received using a communication
device accessory such as a wireless interface which allows the
initiation of calls in conjunction with the communication
device.

A determine operation (110) then determines whether call-
ing confirmation is required for the selected contact and/or
selected phone number associated with the selected contact
(that is, the contact or number to which the user has initiated
the communications call). In one embodiment, the determine
operation (110) checks a database of contacts to check
whether the selected contact or number is flagged for calling
confirmation based on a flag, category membership, or other
data property. In another embodiment, the determine opera-
tion (110) checks a database containing a subset of contacts to
determine whether or not a given contact or number is flagged
for calling confirmation.

If the determine operation (110) determines that calling
confirmation is not required for the selected contact or num-
ber, then flow branches NO to an allow-call operation (140).
The allow-call operation (140) then allows the communica-
tions call to proceed as it normally would on the communi-
cation device. In one embodiment, the communications call
would be placed, dialed, or otherwise initiated. In another
embodiment, additional other operations known in the art
may be required before initiation of the communications call.
Alternatively, if the determine operation (110) determines
that calling confirmation is required for the selected contact
or number, then flow branches YES to a determine-the-con-
tact-local-time operation (115), after which an operation is
performed to decide whether the contact’s local time renders
a call to the contact as appropriate (120). If appropriate, then
flow branches YES to an allow-call operation (140). If the call
is potentially inappropriate, then flow branches NO to a
present-confirmation operation (125).

The present-confirmation operation (125) presents a con-
firmation-input request (125) to the user. In one embodiment,
the confirmation-input request (125) indicates that confirma-
tion is required for the selected contact or number by display-
ing a message to that effect on a text display of the commu-
nication device. In another embodiment, the confirmation-
input request (125) indicates that confirmation is required for
the selected contact or number by displaying a message or






