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The present disclosure provides a method, device and system
for protecting multimedia data of a multimedia message. By
performing digital watermark encryption of the multimedia
data in the multimedia message at a sender of the multimedia
message and performing digital watermark decryption of the
multimedia data in the multimedia message at a receiver of
the multimedia message, the encryption protection over the
multimedia data in the multimedia message is strengthened,
thus implementing the protection over an intellectual prop-
erty of a user of a terminal, and improving the level and
capacity of protection over the intellectual property of the
user.
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METHOD, DEVICE AND SYSTEM FOR
PROTECTING MULTIMEDIA DATA OF
MULTIMEDIA MESSAGE

TECHNICAL FIELD

[0001] The present disclosure relates to the field of com-
munication technology, and in particular to a method, device
and system for protecting multimedia data of a multimedia
message.

BACKGROUND

[0002] With the continuous development and fusion of
technology of a mobile terminal such as a mobile phone as
well as rapid hardware upgrade, the functions of the mobile
terminal become more and more diversified, and there is an
increasing trend toward a “multimedia mobile phone” with
powerful multimedia functions including photographing,
videotaping, recording and so on. A multimedia message is a
message service multimedia message which supports multi-
media data, and thus may be called a multimedia message
service. The main feature and application of the multimedia
message is that it can send multimedia data including texts,
images, audios, videos and so on, and support abundant mul-
timedia types and encoding formats. Images, audios, videos
and the like in particular have added fun and content enor-
mously to the message service. Therefore, a mobile terminal
user often uses the multimedia message as a carrier and tool
for sharing and sending multimedia data. At present, multi-
media data in the multimedia message is mainly protected by
Digital Rights Management (DRM) technology, and the pro-
tection is only aimed at a content provider and a server pro-
vider. That is to say, the DRM technology is mainly used for
protecting multimedia data issued by the content provider.
[0003] However, all files, such as photos, videos, and
audios taken or made by the mobile terminal user may be
viewed as personal digital works, and require intellectual
property protection under the user’s statement. But currently
there is a serious lack of means supporting intellectual prop-
erty protection over the mobile terminal user.

SUMMARY

[0004] A technical problem to be solved by the present
disclosure is to provide a method, device and system for
protecting multimedia data of a multimedia message, such
that the encryption protection over the multimedia data in the
multimedia message may be strengthened, and the level and
capacity of protection over an intellectual property of a user
may be improved.

[0005] To solve the aforementioned technical problem, a
solution provided by the present disclosure is as follows:
[0006] Anembodiment ofthe present disclosure provides a
method for protecting multimedia data of a multimedia mes-
sage, including:

[0007] receiving a multimedia message;

[0008] determining, according to an identifier in the multi-
media message, whether multimedia data comprised in the
multimedia message are encrypted with a digital watermark;
and

[0009] when it is determined that the multimedia data are
encrypted with the digital watermark, performing, according
to digital watermark decryption information, a digital water-
mark decryption of the multimedia data to obtain original
multimedia data.
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[0010] Preferably, the digital watermark may be at least one
of a text, an image and an audio.

[0011] Preferably, the method may further include:

[0012] prompting a user of information of the multimedia
data when the multimedia data encrypted with the digital
watermark are used.

[0013] An embodiment of the present disclosure further
provides a method for protecting multimedia data of a mul-
timedia message, including:

[0014] editing a multimedia message comprising multime-
dia data to be sent;

[0015] performing a digital watermark encryption of the
multimedia data according to a saved digital watermark to
add the digital watermark selected from saved information
into the multimedia data;

[0016] creating an identifier identifying that the multime-
dia data comprised in the multimedia message are encrypted
with the digital watermark;

[0017] sending the multimedia message bearing the identi-
fier.
[0018] Preferably, the method may further include: before

editing a multimedia message,

[0019] saving obtained digital watermark information,
wherein the digital watermark information is at least one of a
text, an image and an audio.

[0020] An embodiment of the present disclosure further
provides a device for protecting multimedia data of a multi-
media message, which device is set in a mobile terminal, the
device including:

[0021] areceiving module configured to receive a multime-
dia message;
[0022] a determining module configured to determine,

according to an identifier in the multimedia message, whether
multimedia data comprised in the multimedia message are
encrypted with a digital watermark; and

[0023] adecrypting module configured to perform, accord-
ing to digital watermark decryption information, a digital
watermark decryption of the multimedia data to obtain origi-
nal multimedia data, when it is determined that the multime-
dia data are encrypted with the digital watermark.

[0024] Preferably, the device may further include:

[0025] an obtaining module configured to obtain and save
the digital watermark decryption information,

[0026] wherein the digital watermark is at least one of a
text, an image and an audio.

[0027] Preferably, the device may further include:

[0028] a prompting module configured to prompt a user of
information of the multimedia data when the multimedia data
encrypted with the digital watermark are used.

[0029] An embodiment of the present disclosure further
provides a device for protecting multimedia data of a multi-
media message, which device is set in a mobile terminal, the
device including:

[0030] an editing module configured to edit a multimedia
message comprising multimedia data to be sent;

[0031] an encrypting module configured to perform a digi-
tal watermark encryption of the multimedia data according to
a saved digital watermark to add the digital watermark
selected from saved information into the multimedia data;
[0032] an identifying module configured to create an iden-
tifier identifying that the multimedia data comprised in the
multimedia message are encrypted with the digital water-
mark; and
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[0033] asending module configured to send the multimedia
message bearing the identifier.

[0034] Preferably, the device may further include:

[0035] a saving module configured to save and manage
digital watermark information,

[0036] wherein the digital watermark is at least one of a
text, an image and an audio.

[0037] An embodiment of the present disclosure further
provides a system for protecting multimedia data of a multi-
media message, including a receiving device and a sending
device, wherein the receiving device includes:

[0038] areceiving module configured to receive a multime-
dia message;
[0039] a determining module configured to determine,

according to an identifier in the multimedia message, whether
multimedia data included in the multimedia message are
encrypted with a digital watermark; and

[0040] a decrypting module configured to perform, accord-
ing to digital watermark decryption information, a digital
watermark decryption of the multimedia data to obtain origi-
nal multimedia data when it is determined that the multimedia
data are encrypted with the digital watermark.

[0041] Preferably, in the system, the sending device may
include:
[0042] an editing module configured to edit a multimedia

message comprising multimedia data to be sent;

[0043] an encrypting module configured to perform a digi-
tal watermark encryption of the multimedia data according to
a saved digital watermark to add the digital watermark
selected from saved information into the multimedia data;
[0044] an identifying module configured to create an iden-
tifier identifying that the multimedia data comprised in the
multimedia message are encrypted with the digital water-
mark; and

[0045] asending module configured to send the multimedia
message bearing the identifier.

[0046] It may be seen from the description above that the
present disclosure provides a method, device and system for
protecting multimedia data of a multimedia message. By
performing digital watermark encryption of the multimedia
data in the multimedia message at a sender of the multimedia
message and performing digital watermark decryption of the
multimedia data in the multimedia message at a receiver of
the multimedia message, the encryption protection over the
multimedia data in the multimedia message is strengthened,
thus implementing the protection over an intellectual prop-
erty of a user of a terminal, and improving the level and
capacity of protection over the intellectual property of the
user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] FIG.1 is flowchart 1 of implementing a method for
protecting multimedia data of a multimedia message pro-
vided by the present disclosure;

[0048] FIG. 2 is flowchart 2 of implementing the method
for protecting multimedia data of the multimedia message
provided by the present disclosure;

[0049] FIG. 3 is flowchart 3 of implementing the method
for protecting multimedia data of the multimedia message
provided by the present disclosure;

[0050] FIG. 4 is schematic diagram 1 of the structure of a
device for protecting multimedia data of the multimedia mes-
sage provided by an embodiment of the present disclosure;
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[0051] FIG. 5 is schematic diagram 2 of the structure of the
device for protecting multimedia data of the multimedia mes-
sage provided by an embodiment of the present disclosure;
[0052] FIG. 6 is schematic diagram 3 of the structure of the
device for protecting multimedia data of the multimedia mes-
sage provided by an embodiment of the present disclosure;
[0053] FIG. 7 is schematic diagram 4 of the structure of the
device for protecting multimedia data of the multimedia mes-
sage provided by an embodiment of the present disclosure;
and

[0054] FIG. 8 is schematic diagram 1 of the structure of a
system for protecting multimedia data of the multimedia mes-
sage provided by an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0055] Anembodiment of the present disclosure provides a
method for protecting multimedia data of a multimedia mes-
sage. As shown in FIG. 1, the method may specifically
include:

[0056] step 1: receiving a multimedia message;

[0057] step 2: determining whether multimedia data
included in the multimedia message are encrypted with a
digital watermark according to an identifier in the multimedia
message; and

[0058] step 3: when it is determined that the multimedia
data are encrypted with the digital watermark, performing a
digital watermark decryption of the multimedia data accord-
ing to digital watermark decryption information to obtain
original multimedia data.

[0059] By implementing the method for protecting multi-
media data of a multimedia message provided by an embodi-
ment of the present disclosure, the encryption protection over
the multimedia data in the multimedia message may be
strengthened, thus implementing the protection over an intel-
lectual property of auser of a terminal and improving the level
and capacity of protection over the intellectual property of the
user.

[0060] The digital watermark technology involved in an
embodiment of the present disclosure is that some indicating
information relevant or irrelevant to the multimedia data is
embedded directly into the multimedia data without affecting
the usefulness of the original content or being easily sensed or
noticed by a human perceptual system. A content creator, a
buyer, or information such as truthfulness and completeness
may be confirmed via such information hidden in the multi-
media data. The digital watermark has features such as being
secure, concealed, robust, and of watermark capacity and so
on. The application fields of the digital watermark expand
with the development of digital watermark technology. The
basic application fields of the digital watermark are copyright
protection, hidden identifiers and authentications, and secure
invisible communication. When the digital watermark is
applied to the copyright protection, potential application mar-
kets include electronic commerce, on-line or off-line distri-
bution of multimedia content and large-scale broadcast ser-
vices. Protection of copyright of a digital work (such as
computer arts, scanned images, digital music, and videos) is
ahot topic at present. As a copy or modification of the digital
work is very easy and may be identical with the original work,
an original creator has to add a copyright symbol by utilizing
some measures seriously damaging the quality of the work,
while such an obviously visible symbol is prone to being
tampered. The digital watermark utilizes a data hiding prin-
ciple to make the copyright symbol invisible or inaudible,
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thus avoiding damage to the original work while implement-
ing the objective of copyright protection.

[0061] Based on the above features of the digital water-
mark, the present disclosure provides a method, device and
system for protecting the multimedia data in the multimedia
message by using digital watermark technology, and for giv-
ing the user who creates the multimedia data a necessary
prompt when extracting the multimedia data, thus protecting
the digital work of the user sending the multimedia message
and giving the receiver of the multimedia message sufficient
rights to know, so as to avoid unauthorized release or use of
the work or harm to the interest of both sides. Note that the
present disclosure does not limit what digital watermark algo-
rithm is particularly used, so long as digital watermark
encryption of the multimedia data included in the multimedia
message can be implemented.

[0062] Since transmission of the multimedia message
involves a sender and a receiver, the sender sending the mul-
timedia message and the receiver receiving the multimedia
message may as well be involved in an embodiment of the
present disclosure. Furthermore, the sender and the receiver
may be one terminal.

[0063] In an optional embodiment of the present disclo-
sure, the process of sending the multimedia message by the
sender, as shown in FIG. 2, includes:

[0064] stepl: editing a multimedia message including mul-
timedia data to be sent;

[0065] step2: performing digital watermark encryption of
the multimedia data, and adding digital watermark selected
from saved information to the multimedia data;

[0066] step3: creating an identifier identifying that the mul-
timedia data included in the multimedia message are
encrypted with the digital watermark; and

[0067] step4: sending the multimedia message bearing the
identifier.
[0068] In a specific embodiment, based on a terminal, the

user as the receiver may obtain a multimedia message by
means such as editing, and add one or more to-be-sent mul-
timedia data (i.e. digital works of the user) into the multime-
dia message in a form such as an attachment. The multimedia
data involved in an embodiment of the present disclosure may
be data files such as photographs taken, videos and audios
recorded, and the like.

[0069] In an embodiment of the present disclosure, the
multimedia data in the multimedia message may be encrypted
based on a saved digital watermark, and a saved and managed
digital watermark may be added into the multimedia data. In
an embodiment of the present disclosure, the digital water-
mark may be added into the multimedia data based on any
digital watermark algorithm.

[0070] The digital watermark involved in an embodiment
of the present disclosure may exist in a variety of forms such
as texts, audios, videos, images and the like, and are saved at
the sender, so as to be managed. Moreover, when added, one
or multiple combined digital watermarks may be added into
the multimedia data. In addition, if the multimedia data added
to the multimedia message has been encrypted themselves,
digital watermark encryption may not be needed in an
embodiment of the present disclosure.

[0071] In an embodiment of the present disclosure, the
multimedia data in a short message may be identified as being
digital-watermark processed. There is no limit on the form of
manifestation of the identifier in an embodiment of the
present disclosure. As most multimedia messages exist based
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on documents encoded in a Synchronized Multimedia Inte-
gration Language (SMIL), the process of digital-watermark
processing of the multimedia data in an identifying short
message involved in an embodiment of the present disclosure
is illustrated below with the example of SMIL encoding.
Specifically, in order to effectively distinguish an ordinary
multimedia file from a multimedia file added with the digital
watermark, an embodiment of the present disclosure may
expand an attribute tag in Media Content Modules of an
SMIL standard document and name the attribute tag as water-
mark. The value of the attribute may be defined as follows:
[0072] watermark="1" represents that there is digital
watermark protection;

[0073] watermark="0" represents that there is no digital
watermark protection.

[0074] Inaddition, for Media Content Modules without the
watermark attribute tag, by default, the multimedia data are
deemed to be not protected by digital watermark encryption
in an embodiment of the present disclosure.

[0075] it is illustrated with the example of par encoding in
one typical SMIL document:

<par dur="20000ms”>

<img src="image.gif” region="Image” watermark="1"/>
<audio sre="audio.amr” watermark="0"/>

<text sre="Textl.txt” region="Text” />

</par>

[0076] The above encoding illustrates that the slide
includes three media contents which are Text] .txt, audio.amr,
and image.gif, respectively, wherein audio.amr is not added
with the digital watermark while image.gif is added with the
digital watermark.

[0077] After encryption and identification, the sender may
send the multimedia message to the receiver.

[0078] The receiver may receive and decrypt the encrypted
and tagged multimedia data based on the process shown in
FIG. 1.

[0079] Inaspecific embodiment, for the received multime-
dia message, the receiver may decide whether the multimedia
data in the multimedia message are encrypted with the digital
watermark based on whether the multimedia message has a
corresponding identifier for digital watermark encryption, for
example, the attribute tag watermark obtained when the
receiver decodes the SMIL document, and the like.

[0080] An embodiment of the present disclosure may pro-
cess a multimedia message without an identifier for digital
watermark encryption as an ordinary multimedia message.
[0081] For a multimedia message with an identifier for
digital watermark encryption, the receiver may decrypt the
multimedia data included in the received multimedia message
based on digital watermark decryption information to restore
the multimedia data tagged and encrypted with the digital
watermark.

[0082] Inthe embodiment of'the present disclosure, there is
no limit to the means and method for the receiver to obtain the
digital watermark decryption information. For example, by
consulting beforehand with the sender, the receiver may
determine and save the relevant information on watermark
encryption and decryption, so that the receiver determines the
digital watermark decryption information according to a cer-
tain special identifier of the received multimedia message or
multimedia data. Or the sender carries digital watermark
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decryption information in the multimedia message including
the multimedia data encrypted with the digital watermark so
that the receiver performs the corresponding digital water-
mark decryption. Or, after receiving the multimedia data, the
receiver may also obtain the corresponding digital watermark
decryption information by interacting with the sender, and so
on. The digital watermark decryption is the inverse process of
the digital watermark encryption, and is therefore not
explained anymore.

[0083] In an embodiment of the present disclosure, when
the multimedia data encrypted with the digital watermark are
used, a user, such as a receiving user, may be prompted of
relevant information, so as to process correspondingly. Spe-
cifically, the prompt information may be about the creator
information and the creation time of the multimedia data
obtained in the digital watermark decryption, or about asking
for authorization before using the multimedia data.

[0084] The specific implementation of the method for pro-
tecting multimedia data of a multimedia message provided by
an embodiment of the present disclosure is described in detail
below with reference to FIG. 3. The implementation specifi-
cally includes:

[0085] step 1: editing a multimedia message;

[0086] Specifically, the sender may insert a digital work
such as a photo, a video, and an audio obtained with a camera,
avideo camera, or a recorder into the multimedia message as
an attachment of the multimedia message;

[0087] step 2: selecting multimedia data in which a digital
watermark is to be added;

[0088] the multimedia data may be one or more multimedia
data in the attachment of the multimedia message;

[0089] if the multimedia data already contains encryption
information, for example the digital watermark decryption
information, a repeated addition of the digital watermark may
be rejected.

[0090] step 3: selecting from saved digital watermark infor-
mation, the digital watermark which is required to be added
into the multimedia data attachment;

[0091] the watermark may be a text, an image, an audio, or
the like;
[0092] step 4: performing digital watermark encryption

based on a certain digital watermark algorithm to add the
selected digital watermark into the multimedia data attach-
ment, and outputting the encrypted data stream;

[0093] step 5: creating an identifier identifying that the
multimedia data in the multimedia message are encrypted
with the digital watermark;

[0094] Specifically, the sender may add the watermark
attribute tag to the multimedia attachment in which the digital
watermark is added, and assign a value of 1 to the watermark
attribute tag;

[0095] step 6: sending the multimedia message;

[0096] step 7: receiving the multimedia message;

[0097] The receiver may also save the received multimedia
message;

[0098] step 8: determining whether multimedia data com-

prised in the multimedia message are encrypted with the
digital watermark;

[0099] Specifically, the receiver may analyze the SMIL
document and search for the watermark tag. When there is no
watermark tag in the SMIL or the value of the watermark tag
is 0, it is recorded that the corresponding attachment is not
added with digital watermark protection, otherwise it is
recorded that the attachment is added with digital watermark
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protection. For the multimedia message without digital
watermark, the receiver may execute step 9: processing it as
the ordinary multimedia message, otherwise the receiver may
perform step 10.

[0100] step 10: performing the digital watermark decryp-
tion of the multimedia data;

[0101] Specifically, the receiver may perform the digital
watermark decryption of the multimedia data based on the
obtained digital watermark decryption information to obtain
the original multimedia data, and record the relevant infor-
mation in the multimedia data, including the creator informa-
tion, the creation date, and so on.

[0102] step 11: when the multimedia data encrypted with
the digital watermark are used, such as when the receiver
want to extract or save the multimedia data when viewing the
multimedia message, the user may be prompted of the rel-
evant information of the multimedia data such as the creator
information and the creation date of the multimedia file, and
the requirement for authorization from the author in using the
multimedia data and so on, without limiting the means and
content of the prompt.

[0103] It may be seen from the description above that with
the method for protecting multimedia data of a multimedia
message provided by the present disclosure, by performing
the digital watermark encryption of the multimedia data in the
multimedia message at the sender of the multimedia message,
performing the digital watermark decryption of the multime-
dia data in the multimedia message at the receiver of the
multimedia message, and prompting the receiver when the
receiver is using the multimedia data, the encryption protec-
tion over the multimedia data in the multimedia message is
strengthened, thus implementing the protection over an intel-
lectual property of a user of a terminal, and improving the
level and capacity of protection over the intellectual property
of the user.

[0104] An embodiment of the present disclosure further
provides a device for protecting multimedia data of a multi-
media message which may be set in a mobile terminal, as
shown in FIG. 4. The device may specifically include:
[0105] a receiving module 41 configured to receive a mul-
timedia message;

[0106] a determining module 42 configured to determine
whether multimedia data included in the multimedia message
are encrypted with a digital watermark according to an iden-
tifier in the multimedia message;

[0107] a decrypting module 43 configured to perform,
when it is determined that the multimedia data are encrypted
with the digital watermark, a digital watermark decryption of
the multimedia data to obtain original multimedia data.
according to digital watermark decryption information.
[0108] In one optional embodiment of the present disclo-
sure, the device further includes:

[0109] an obtaining module 44 configured to obtain and
save the digital watermark decryption information for use by
the decrypting module 43.

[0110] The watermark is at least one of the text, an image
and an audio.
[0111] In one optional embodiment of the present disclo-

sure, the device further includes:

[0112] a prompting module 45 configured to prompt a user
of information of the multimedia data when the multimedia
data encrypted with the digital watermark are used.

[0113] The device for protecting multimedia data of a mul-
timedia message provided by an embodiment of the present



US 2014/0013120 Al

disclosure may be specifically interpreted as a receiving
device. The schematic diagram of the specific structure of the
device may also be as shown in FIG. 5.

[0114] It may be seen from the description above that with
the device for protecting multimedia data of a multimedia
message provided by the present disclosure, by performing
the digital watermark decryption of the multimedia data in the
multimedia message at the receiver of the multimedia mes-
sage, and prompting the receiver when the receiver is using
the multimedia data, the encryption protection over the mul-
timedia data in the multimedia message is strengthened, thus
implementing the protection over an intellectual property of a
user of a terminal, and improving the level and capacity of
protection over the intellectual property of the user.

[0115] An embodiment of the present disclosure further
provides a device for protecting multimedia data of a multi-
media message which may be set in a mobile terminal, as
shown in FIG. 6. The device may specifically include:
[0116] an editing module 61 configured to edit a multime-
dia message including multimedia data to be sent;

[0117] an encrypting module 62 configured to perform a
digital watermark encryption of the multimedia data and add
the digital watermark selected from saved information into
the multimedia data;

[0118] an identifying module 63 configured to create an
identifier identifying that the multimedia data included in the
multimedia message are encrypted with a digital watermark;
and

[0119] a sending module 64 configured to send the multi-
media message bearing the identifier.

[0120] In one optional embodiment of the present disclo-
sure, specifically, the device may further include:

[0121] a saving module 65 configured to save and manage
digital watermark information;

[0122] The digital watermark is at least one of a text, an
image and an audio.

[0123] The device for protecting multimedia data of a mul-
timedia message provided by an embodiment of the present
disclosure may be specifically interpreted as a sending
device. The schematic diagram of the specific structure of the
device may also be as shown in FIG. 7.

[0124] It may be seen from the description above that with
the device for protecting multimedia data of a multimedia
message provided by the present disclosure, by performing
the digital watermark encryption of the multimedia data in the
multimedia message at the sender of the multimedia message,
the encryption protection over the multimedia data in the
multimedia message is strengthened, thus implementing the
protection over an intellectual property of a user of a terminal,
and improving the level and capacity of protection over the
intellectual property of the user.

[0125] An embodiment of the present disclosure further
provides a system for protecting multimedia data of a multi-
media message, as shown in FIG. 8. The system may specifi-
cally include a receiving device 81 and a sending device 82.

[0126] The receiving device 81 may specifically include:
[0127] areceiving module configured to receive a multime-
dia message;

[0128] a determining module configured to determine

whether multimedia data included in the multimedia message
are encrypted with a digital watermark according to an iden-
tifier in the multimedia message; and

[0129] a decrypting module configured to perform, when it
is determined that the multimedia data are encrypted with the
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digital watermark, a digital watermark decryption of the mul-
timedia data to obtain original multimedia data. according to
digital watermark decryption information.

[0130] The sending device 82 may specifically include:
[0131] an editing module configured to edit a multimedia
message including multimedia data to be sent;

[0132] an encrypting module configured to perform a digi-
tal watermark encryption of the multimedia data to add a
digital watermark selected from saved information into the
multimedia data;

[0133] an identifying module configured to create an iden-
tifier identifying that the multimedia data included in the
multimedia message are encrypted with a digital watermark;
and

[0134] asending module configured to send the multimedia
message bearing the identifier.

[0135] Note that the mobile terminal involved in an
embodiment of the present disclosure may be configured with
both a sending device and a receiving device which can
implement a corresponding function in the system, thereby
implementing operations such as the receiving and sending of
the multimedia message as well as the digital watermark
encryption and decryption of the multimedia data.

[0136] It may be seen from the description above that with
the system for protecting multimedia data of a multimedia
message provided by the present disclosure, by performing
the digital watermark encryption of the multimedia data in the
multimedia message at the sender of the multimedia message,
performing the digital watermark decryption of the multime-
dia data in the multimedia message at the receiver of the
multimedia message, and prompting the receiver when the
receiver is using the multimedia data, the encryption protec-
tion over the multimedia data in the multimedia message is
strengthened, thus implementing the protection over an intel-
lectual property of a user of a terminal, and improving the
level and capacity of protection over the intellectual property
of the user.

[0137] What described are merely embodiments of the
present disclosure. It should be noted that it is possible for
those skilled in the art to make some improvements and
modifications without departing from the principle of the
present disclosure, and such improvements and modifications
should be considered to fall in the scope of the present dis-
closure as well.

INDUSTRIAL APPLICABILITY

[0138] By performing digital watermark encryption of the
multimedia data in the multimedia message at a sender of the
multimedia message and performing digital watermark
decryption of the multimedia data in the multimedia message
at a receiver of the multimedia message, the present disclo-
sure strengthens the encryption protection over the multime-
dia data in the multimedia message, thus implementing the
protection over an intellectual property of a user of a terminal,
and improving the level and capacity of protection over the
intellectual property of the user

1. A method for protecting multimedia data of a multime-
dia message, comprising:
receiving a multimedia message;
determining, according to an identifier in the multimedia
message, whether multimedia data comprised in the
multimedia message are encrypted with a digital water-
mark; and
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when it is determined that the multimedia data are
encrypted with the digital watermark, performing,
according to digital watermark decryption information,
adigital watermark decryption of the multimedia data to
obtain original multimedia data.

2. The method according to claim 1, wherein the digital

watermark is at least one of a text, an image and an audio.

3. The method according to claim 1, further comprising:

prompting a user of information of the multimedia data
when the multimedia data encrypted with the digital
watermark are used.

4. A method for protecting multimedia data of a multime-

dia message, comprising:

editing a multimedia message comprising multimedia data
to be sent;

performing a digital watermark encryption of the multime-
dia data according to a saved digital watermark;

creating an identifier identifying that the multimedia data
comprised in the multimedia message are encrypted
with the digital watermark;

sending the multimedia message bearing the identifier.

5. The method according to claim 4, further comprising:
before editing a multimedia message,

saving obtained digital watermark information, wherein
the digital watermark information is at least one of a text,
an image and an audio.

6. A device for protecting multimedia data of a multimedia
message, which device is set in a mobile terminal, the device
comprising:

a receiving module configured to receive a multimedia

message;

a determining module configured to determine, according
to an identifier in the multimedia message, whether mul-
timedia data comprised in the multimedia message are
encrypted with a digital watermark; and

a decrypting module configured to perform, according to
digital watermark decryption information, a digital
watermark decryption of the multimedia data to obtain
original multimedia data when it is determined that the
multimedia data are encrypted with the digital water-
mark.

7. The device according to claim 6, further comprising:

an obtaining module configured to obtain and save the
digital watermark decryption information,

wherein the digital watermark is at least one of a text, an
image and an audio.

8. The device according to claim further comprising

a prompting module configured to prompt a user of infor-
mation of the multimedia data when the multimedia data
encrypted with the digital watermark are used.
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9. A device for protecting multimedia data of a multimedia
message, which device is set in a mobile terminal, the device
comprising:

an editing module configured to edit a multimedia message
comprising multimedia data to be sent;

an encrypting module configured to perform a digital
watermark encryption of the multimedia data according
to a saved digital watermark;

an identifying module configured to create an identifier
identifying that the multimedia data comprised in the
multimedia message are encrypted with the digital
watermark; and

a sending module configured to send the multimedia mes-
sage bearing the identifier.

10. The device according to claim 9, further comprising

a saving module configured to save and manage digital
watermark information,

wherein the digital watermark is at least one of a text, an
image and an audio.

11. A system for protecting multimedia data of a multime-
dia message, comprising a receiving device and a sending
device, wherein the receiving device comprises:

a receiving module configured to receive a multimedia

message;

a determining module configured to determine, according
to an identifier in the multimedia message, whether mul-
timedia data comprised in the multimedia message are
encrypted with a digital watermark; and

a decrypting module configured to perform, according to
digital watermark decryption information, a digital
watermark decryption of the multimedia data to obtain
original multimedia data when it is determined that the
multimedia data are encrypted with the digital water-
mark.

12. The system according to claim 11, wherein the sending

device comprises:

an editing module configured to edit a multimedia message
comprising multimedia data to be sent;

an encrypting module configured to perform a digital
watermark encryption of the multimedia data according
to a saved digital watermark;

an identifying module configured to create an identifier
identifying that the multimedia data comprised in the
multimedia message are encrypted with the digital
watermark; and

a sending module configured to send the multimedia mes-
sage bearing the identifier.

13. The device according to claim 7, further comprising

a prompting module configured to prompt a user of infor-
mation of the multimedia data when the multimedia data
encrypted with the digital watermark are used.
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