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METHOD FOR PROVISIONING AND
INSTALLING EVENT TRIGGERS

TECHNICAL FIELD

[0001] The present invention relates to a 3GPP (3rd Gen-
eration Partnership Project) EPS (Evolved Packet System),
particularly to a method for provisioning and installing event
triggers in the system.

BACKGROUND

[0002] As shown in FIG. 1, the 3GPP EPS comprises an
E-UTRAN (Evolved Universal Terrestrial Radio Access Net-
work), an MME (Mobility Management Entity), an S-GW
(Serving Gateway), a P-GW (Packet Data Network Gate-
way), an HSS (Home Subscriber Server), a3GPP AAA server
(3GPP Authentication, Authorization, and Accounting
server), a PCRF (Policy and Charging Rules Function entity)
and other support nodes. Wherein the S-GW is an access
gateway device in connection with the E-UTRAN, used for
forwarding data between the E-UTRAN and the P-GW, and
responsible for caching call waiting data; the P-GW is a
border gateway between the EPS and a PDN (Packet is Data
Network), and responsible for accessing the PDN and for-
warding data between the EPS and the PDN, etc.; and the
PCRF is connected to an operator’s IP (Internet Protocol)
service network through an Rx interface to obtain service
information.

[0003] The EPS supports intercommunication with a non-
3GPP network. The intercommunication with the non-3GPP
network is implemented through an S2a, S24, or S2c¢ inter-
face, while the P-GW is used as an anchor point between the
3GPP network and the non-3GPP network. The non-3GPP
network is categorized into a trusted non-3GPP network and
an untrusted non-3GPP network. The IP access of the trusted
non-3GPP network may be connected to the P-GW directly
via the S2q interface; the IP access of the untrusted non-3GPP
network needs to be connected to the P-GW via an ePDG
(evolved packet data gateway), and the interface between the
ePDG and the P-GW is S2b. A UE (User Equipment) may
also be connected to the P-GW directly via the S2¢ interface
according to a DSMIPv6 (Dual Stack Mobile Ipv6).

[0004] In the EPS system, a PCEF (Policy and Charging
Enforcement Function entity) resides in the P-GW, and the
PCRF and the P-GW exchange information via a Gx inter-
face. When the interface between the P-GW and the S-GW is
based on a PMIPv6, the S-GW also has policy control func-
tion, which is called BBERF (Bearer Binding and Event
Reporting Function entity), and the S-GW and the PCRF
exchange information via a Gxc interface. When the UE
accesses the EPS through the trusted non-3GPP network, the
BBERF also exists in the trusted non-3GPP access network,
and the trusted non-3GPP network access gateway and the
PCRF exchange information via a Gxa interface. An AF (Ap-
plication Function) providing service for the UE sends ser-
vice information for setting a PCC (Policy and Charging
Control) or Qos (Quality of Service) policy to the PCRF via
the Rx interface.

[0005] An MIPv6 (Mobile IPv6) supports the accessibility
and continuity of sessions while an MN (Mobile Node)
moves in the network by binding an IPv6 care-of address
(CoA) and an IPv6 home address (HoA) of the MN. However,
since the IPv6 network has not been deployed widely, the
IPv4 network will still be prevalent for a long term in the
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future. The MN in the IPv6 network always moves to a net-
work not supporting IPv6, thus it is compulsory to expand the
MIPv6. An effective solution is the DSMIPv6, which is a
client-based MIP and requires both the MN and home agent to
supportthe DSMIPv6. In the EPS system, the P-GW supports
the home agent function. The MN supporting the DSMIPv6
supports mobility over the IPv4 or IPv6 network by binding
the IPv4/IPv6 CoA and IPv4/IPv6 HoA.

[0006] The EPS system supports multi-PDN access, i.e.,
the UE may access multiple PDNs simultaneously via mul-
tiple P-GWs or one P-GW. FIG. 2 shows a scenario of a UE
accessing two PDNs simultaneously through two P-GWs
according to the DSMIPv6.

[0007] FIG. 3 shows a flow chart of a UE initiating attach-
ment to and accessing two PDNs based on the scenario in
FIG. 2, specific steps are as follows.

[0008] Step 301: a UE accesses a trusted non-3GPP access
network via layer 2, and an HSS/AAA performs access
authentication and authorization to the UE.

[0009] Step 302: after the authentication is successful, a
connection of the UE to layer 3 of the trusted non-3GPP
access system is established, and the trusted non-3GPP access
system assigns an [P address to the UE as a CoA of the UE.
[0010] Step 303: the trusted non-3GPP access network
sends a gateway control session establishment request mes-
sage to a PCRF, and the message includes an NAI (Network
Access Identifier) of the UE and the CoA of the UE.

[0011] Step 304: the PCRF sets a control policy based on a
network policy and subscription information of the UE, i.e., a
QoS rule, and provisions it to a BBERF in the trusted non-
3GPP access network through an acknowledge gateway con-
trol session establishment message, and the control policy
here has no relation to the service which the UE is about to
access.

[0012] Step 305: the UE queries a DNS (Domain Name
Server) according to an APN1 (Access Point Name) to obtain
an [P address of a P-GW1 capable of accessing a first service
network, and a security association is established between the
UE and the P-GW 1, during this process the P-GW1 assigns an
HoAl to the UE.

[0013] Step 306: the UE sends a binding update request
message to the P-GW1, and the message includes the CoA
and the HoAl.

[0014] Step 307: the P-GW1 sends indication of an IP-
CAN (IP Connectivity Access Network) session establish-
ment message to the PCRF, and the message includes the
CoA, HoAl, NAI and APN1; and the PCRF associates the
IP-CAN session with the gateway control session according
to the CoA.

[0015] Step 308: the PCRF, according to the network
policy, user subscription information and information about
the first service network to be accessed, etc., sets a corre-
sponding PCC rule and event triggers, and sends them to the
P-GW1 via an acknowledge IP-CAN session establishment
message.

[0016] Step 309: a PCEF in the P-GW1 installs the PCC
rule and the event triggers provisioned by the PCRF, and
returns a binding acknowledgement message to the UE.
[0017] Step 310: the PCRF, according to the network
policy, the user subscription information and the information
about the first service network to be accessed, etc., sets a QoS
rule; if this QoS rule is different from the QoS rule set in step
304, QoS rule is updated, and the new QoS rule is provisioned
to the BBERF in the trusted non-3GPP access network
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through a gateway control and QoS rule provision message;
the PCRF also sets event triggers and sends them to the
BBEREF via the gateway control and QoS rule provision mes-
sage.

[0018] Step 311: the BBERF in the trusted non-3GPP
access network installs the received event triggers, and
returns an acknowledge gateway control and QoS rule provi-
sion message to the PCRF.

[0019] Ifthe updated QoS rule is provisioned, the BBERF
also needs to update the installed QoS rule.

[0020] Till now, the UE attachment flow is complete, and an
IP-CAN session to a PDN1 is established.

[0021] Step 312: because of service requirement, the UE
determines to access a second service network, and queries
the DNS according to an APN2 to obtain an IP address of a
P-GW2 capable of accessing the second service network.
[0022] Step 313: a security association is established
between the UE and the P-GW2, during this process the
P-GW2 assigns an HoA2 to the UE.

[0023] Step 314: the UE sends a binding update request
message to the P-GW2, and the message includes the CoA
and the HoA2.

[0024] Step 315: the P-GW2 sends an indication of IP-
CAN session establishment message to the PCRF, and the
message includes the CoA, HoA2, NAI and APN2; and the
PCRF associates the IP-CAN session with the gateway con-
trol session according to the CoA.

[0025] Step 316: the PCRF, according to the network
policy, user subscription information and information about
the second service network to be accessed, etc., sets a corre-
sponding PCC rule and event triggers, and sends them to the
P-GW2 via an acknowledge IP-CAN session establishment
message.

[0026] Step 317: a PCEF in the P-GW2 installs the PCC
rule and the event triggers provisioned by the PCRF, and
returns a binding acknowledgement message to the UE.
[0027] Step 318: the PCRF, according to the network
policy, the user subscription information and the information
about the second service network to be accessed, etc., sets a
QoS rule and event triggers, and provisions them to the
BBEREF in the trusted non-3GPP access network through a
gateway control and QoS rule provision message.

[0028] Step 319: the BBERF in the trusted non-3GPP
access network installs the received QoS rule and the event
triggers, and returns an acknowledge gateway control and
QoS rule provision message to the PCRF.

[0029] Through the above-mentioned flow, the UE estab-
lishes IP connection to the first service network and IP con-
nection to second service network, respectively. This IP con-
nection from the UE to the service network is called IP-CAN.
For the convenience of description, hereinafter, the IP con-
nection from the UE to the first service network is called a first
IP-CAN session, and the IP connection from the UE to the
second service network is called a second IP-CAN session.
The PCRF always stores the latest PCC rule, QoS rule and
event triggers for each IP-CAN session related to the UE.
According to a UE identification included in an IP-CAN, it
may be determined that this IP-CAN session is an [P-CAN
session related to the UE. Both the IP-CAN session and the
gateway control session are implemented by a diameter ses-
sion when they are between these network elements. A diam-
eter session established between the PCRF and the trusted
non-3GPP access network is called a gateway control session,
or a Gxx session (in the prior art, this connection is estab-
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lished according to a diameter protocol, and the context of the
diameter session is stored in the PCRF and the trusted non-
3GPP access network). A diameter session established
between the P-GW1 and the PCRF or between the P-GW2
and the PCREF, is called a Gx session.

[0030] The PCRF provisions the QoS rule and the event
triggers, which are used to perform policy and charging con-
trol to the first IP-CAN session, to the BBERF in the trusted
non-3GPP access network through the Gxx session between
the trusted is non-3GPP access network and the PCRF; and it
provisions the PCC rule and the event triggers, which are used
to perform policy and charging control to the first IP-CAN
session, to the PCEF in the P-GW1 through the Gx session
between the P-GW1 and the PCRF. Likewise, the PCRF
provisions the QoS rule and the event triggers, which are used
to perform policy and charging control to the second IP-CAN
session, to the BBERF in the trusted non-3GPP access net-
work through the Gxx session between the trusted non-3GPP
access network and the PCRF; and it provisions the PCC rule
and the event triggers, which are used to perform policy and
charging control to the second IP-CAN session, to the PCEF
in the P-GW2 through the Gx session between the P-GW2
and the PCRF.

[0031] However, if the event triggers are provisioned
according to the above-mentioned flow, the BBERF cannot
correctly report trigger events customized by the event trig-
gers.

SUMMARY

[0032] The technical problem to be solved by the present
invention is to provide a method for provisioning and install-
ing event triggers, when a UE has multiple IP-CAN sessions
and adopts a DSMIPv6, a BBERF can correctly report trigger
events so as to perform correct policy control to the service
data flow.

[0033] Firstly, through an in-depth analysis on the prior art
flow, the applicant determines causes for potential event mis-
reporting. Relevant analysis is specified below.

[0034] The Gx session between the P-GW and the PCRF
has a one-to-one correspondence to the IP-CAN session.
When the PCRF sends policy information to the P-GW via the
Gx session, the P-GW can determine with which IP-CAN
session the policy information is associated. However, the
Gxx session between the trusted non-3GPP access network
and the PCRF has a one-to-many correspondence to the IP-
CAN session. When the PCRF provisions policy information
to the BBERF in the trusted non-3GPP access network
through the Gxx session, the trusted non-3GPP access net-
work cannot determine with which IP-CAN the policy infor-
mation is associated.

[0035] The event triggers are set by the PCRF and provided
to the PCEF or the BBERF for installation. The PCRF may
provide one or more event triggers simultaneously to the
PCEF or the BBERF. When the IP-CAN session changes, the
PCEF or the BBERF determines whether the change needs to
be reported to the PCRF according to the is event triggers.
When the change satisfies the event triggers, the PCEF or the
BBERF will report the occurring event and the affected PCC
or QoS rule to the PCRF and request the PCRF to provision a
new PCC or QoS rule. The PCRF may add event triggers into
or delete event triggers from the event triggers which have
been provisioned to the PCEF or the BBERF at any time. In
order to achieve this objective, the PCRF must provision a list
of all event triggers, rather than only provisioning the event
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triggers to be added or deleted. In the prior art, all of the above
operations are based on IP-CAN session level, i.e., when an
event change happens to an IP-CAN session, the PCRF sets
new event triggers and provisions a list of all event triggers of
the IP-CAN session to the PCEF or the BBERF. The PCEF or
the BBERF deletes the previously installed event triggers and
installs the newly provisioned event triggers.

[0036] However, in the scenario as shown in FIG. 3, in step
310 the PCRF sends first event triggers related to the first
IP-CAN session to the BBERF for installation. Further, in
step 318 the PCRF sends second event triggers related to the
second IP-CAN session to the BBERF. The BBERF will
determine the second event triggers as an update on the first
event triggers, thus the BBERF will delete the first event
triggers and then install the second event triggers. If the first
event triggers and the second event triggers are not com-
pletely identical, the BBERF will not report events which are
customized in the first event triggers but not customized in the
second event triggers. Thus, in the prior art, when establishing
an [P connectivity access session or updating event triggers
after establishing the IP connectivity access session, a cause
for an error lies in: since a Gxx session between the BBERF
and PCREF is used for transmitting policy control information
related to multiple IP-CAN sessions (i.e., multiple IP-CAN
sessions share one gateway control session), when the
BBERF or the PCRF receives new event triggers from the
counterpart, it cannot determine to which IP-CAN session
these event triggers are related, and then it performs a wrong
update so as to cause event misreporting. In other words, if the
PCRF provisions event triggers to the BBERF by still using
the method based on the IP-CAN session level in the prior art,
the BBERF would be unable to report trigger events correctly.
[0037] Inorder to solve the above-mentioned problem, the
present invention provides a method for provisioning and
installing event triggers, which is applied to an evolved packet
system, and the method comprises:

[0038] aPCRF provisions event triggers to a BBERF based
on gateway control session is level;

[0039] after receiving the provisioned event triggers, the
BBEREF installs or updates the event triggers.

[0040] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0041] the event triggers comprise all event triggers of all
IP-CAN sessions of a user equipment, which share the gate-
way control session.

[0042] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0043] before the PCRF provisions the event triggers to the
BBEREF, the method further comprises: the user equipment
interacts with a P-GW according to a DSMIPv6, and accesses
different service networks through different P-GWs or one
P-GW; the PCRF sets event triggers for each IP-CAN session
of'the user equipment, saves and updates them, wherein each
IP-CAN session accesses each service network.

[0044] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0045] when the user equipment performs attachment, the
PCRF sets event triggers for a first IP-CAN session of the user
equipment and provisions them to the BBERF; and

[0046] after the user equipment attachment is complete and
when a new IP-CAN session is established, the PCRF sets
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event triggers for the newly established IP-CAN session, and
merges the newly set event triggers with event triggers of
other IP-CAN sessions related to the user equipment to form
merged event triggers comprising all event triggers of each
IP-CAN session related to the user equipment, and then pro-
visions the merged event triggers to the BBERF.

[0047] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0048] when the user equipment performs attachment, the
PCRF set event triggers for a first IP-CAN session of the user
equipment and provisions them to the BBERF;

[0049] after the user equipment attachment is complete and
when a new IP-CAN session is established, the PCRF sets
event triggers for the newly established IP-CAN session, and
then determines whether event triggers in the newly set event
triggers are all included in is event triggers of other IP-CAN
sessions related to the user equipment; if yes, the PCRF need
not provision the event triggers to the BBERF; if no, the
PCRF merges the newly set event triggers with event triggers
of other IP-CAN sessions related to the user equipment to
form merged event triggers comprising all event triggers of
each IP-CAN session related to the user equipment, and then
provisions the merged event triggers to the BBERF.

[0050] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0051] after updating event triggers of an IP-CAN session
of the user equipment, the PCRF merges the updated event
triggers with event triggers of other IP-CAN sessions related
to the user equipment to form merged event triggers compris-
ing all event triggers of each IP-CAN session related to the
user equipment, and provisions the merged event triggers to
the BBERF.

[0052] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0053] after updating event triggers of an IP-CAN session
of the user equipment, the PCRF firstly determines whether
event triggers in the updated event triggers are all included in
event triggers of other IP-CAN sessions related to the user
equipment; if yes, the PCRF need not provision the event
triggers to the BBERF; if no, the PCRF merges the updated
event triggers with event triggers of other IP-CAN sessions
related to the user equipment to form merged event triggers
comprising all event triggers of each IP-CAN session related
to the user equipment, and then provisions the merged event
triggers to the BBERF.

[0054] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0055] when the PCRF needs to update policy control infor-
mation of an IP-CAN session of the user equipment, it
updates event triggers of the IP-CAN session; and/or

[0056] when the PCRF receives a new resource request for
an [P-CAN initiated by the user equipment, it updates event
triggers of the IP-CAN session.

[0057] Further, the above-mentioned method for provision-
ing and installing event triggers may further have the follow-
ing characteristics:

[0058] the BBERF is a BBERF in a trusted non-3GPP
access network or in an ePDG.
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[0059] In order to solve the above-mentioned problem, the
present invention further provides an evolved packet system
which comprises a PCRF and a BBERF, wherein

[0060] the PCRF is used for setting all event trigger infor-
mation of each IP-CAN session related to a user equipment
into event triggers, each time the PCRF provisions the event
triggers to the BBERF;

[0061] the BBEREF is used for installing or updating the
event triggers after receiving the provisioned event triggers.

[0062] Further, the above-mentioned evolved packet sys-
tem may further have the following characteristics:

[0063] after setting and provisioning first event triggers for
the user equipment and when setting new event triggers, the
PCRF directly merges each event trigger related to the user
equipment to form merged event triggers comprising all event
triggers of each IP-CAN session related to the user equip-
ment, and then provisions the merged event triggers to the
BBERF; or when setting new event triggers, the PCRF firstly
determines whether event triggers in the newly set event
triggers are all included in event triggers of other IP-CAN
sessions related to the user equipment; if no, the operations of
merging and provisioning are further performed; and if yes, it
is unnecessary to provision the event triggers.

[0064] Further, the above-mentioned evolved packet sys-
tem may further have the following characteristics:

[0065] after updating event triggers of an IP-CAN session
of the user equipment, the PCRF directly merges the updated
event triggers with event triggers of other IP-CAN sessions
related to the user equipment to form merged event triggers
comprising all event triggers of each IP-CAN session related
to the user equipment, and then provisions the merged event
triggers to the BBERF; or after updating the event triggers,
the PCREF firstly determines whether the event triggers in the
updated event triggers are all included in event triggers of
other IP-CAN sessions related to the user equipment; if no,
the operations of merging and provisioning are further per-
formed; and if yes, it is unnecessary to provision the event
triggers.

[0066] Further, the above-mentioned evolved packet sys-
tem may further have the following is characteristics:

[0067] the PCREF sets event triggers for an IP-CAN session
which is from the user equipment to each service network,
saves and updates it;

[0068] the BBERF is a BBERF in a trusted non-3GPP
access network or in an ePDG.

[0069] An advantage of the present invention is that when
the UE establishes IP connections with multiple service net-
works simultaneously and interacts with the P-GW according
to the DSMIPv6, there are multiple IP-CAN sessions in the
network, the PCRF sends all event triggers of a gateway
control session related to the UE (i.e., all event triggers of
each IP-CAN session related to the UE) to the BBERF. In this
way, because avoiding omission of installing event triggers
set for an IP-CAN session, the BBERF will not incorrectly
report trigger events customized by the event triggers.

BRIEF DESCRIPTION OF THE DRAWINGS

[0070] FIG.1 is an architecture diagram of a 3GPP EPS in
a non-roaming state;

[0071] FIG. 2 is a diagram of a UE accessing different
service networks through different P-GWs;

[0072] FIG. 3 is an attachment flowchart of a UE accessing
different service networks through different P-GWs in the
prior art;
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[0073] FIG. 4 is an attachment flowchart of a UE accessing
different service networks through different P-GWs accord-
ing to an embodiment of the present invention;

[0074] FIG. 5 is a flowchart of updating policy control
when the network policy changes after the UE establishes IP
connections to a first service network and a second service
network according to an embodiment of the present inven-
tion; and

[0075] FIG. 6 is a flowchart of updating policy control
when the UE initiates a new resource assignment request to a
first service network after the UE establishes IP connection to
a first service network and IP connection to a second service
network according to an embodiment of the present inven-
tion.

DETAILED DESCRIPTION

[0076] In the present invention, each time a PCRF sends
event triggers of a UE to a BBERF, the event triggers include
all event triggers of a gateway control session related to the
UE (i.e., each IP-CAN session related to the UE). After
receiving event triggers, the BBERF deletes the previous
provided event triggers and installs the newly provisioned
event triggers. In other words, the BBERF only maintains
latest event triggers for each UE. Different from the prior art
the prior art in which provisioning and installing/updating
event triggers are based on the IP-CAN level, provisioning
and installing/updating event triggers in the present invention
are based on the UE level. Since a UE only has one gateway
control session, it may also be regarded that provisioning and
installing/updating event triggers in the present invention are
based on the gateway control session level.

[0077] Hereinafter, the present invention will be further
illustrated with reference to the drawings and exemplary
embodiments, so that the skilled in the art may better under-
stand and implement the present invention, while the embodi-
ments as provided do not constitute a limitation to the present
invention.

[0078] Since what is concerned in the present invention is
provisioning and installing event triggers, content about set-
ting, provisioning and installing a QoS rule and a PCC rule is
omitted in the flows of the following embodiment.

[0079] This embodiment is based on the scenario as shown
in FIG. 2. As shown in FIG. 4, in this embodiment, a UE
accesses different service networks through different P-GWs
and interacts with the P-GW according to the DSMIPv6, and
the flow for the UE attaching and assessing two PDNs com-
prises the following steps.

[0080] Step 401: the UE accesses a trusted non-3GPP
access network via layer 2, and an HSS/A A A performs access
authentication and authorization to the UE.

[0081] Step 402: after the authentication is successful, a
connection of the UE to layer 3 of the trusted non-3GPP
access system is established; the access system assigns a local
IP address to the UE as a CoA of the UE.

[0082] Step 403: the trusted non-3GPP access network
where a BBERF resides sends a gateway control session
establishment message to a PCRF, and the message includes
an NAIT of the UE and the CoA of the UE.

[0083] Step 404: the PCRF sets a control policy based on a
network policy and subscription information of the UE, and
provisions it to the BBERF in the trusted non-3GPP access
network through an acknowledge gateway control session
establishment message, and the control policy here has no
relation to the service which is the UE is about to access.
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[0084] Step 405: the UE queries a DNS according to an
APN 1 to obtain an [P address of a P-GW 1 capable of access-
ing a first service network. A security association is estab-
lished between the UE and the P-GW1, and during this pro-
cess the P-GW1 assigns an HoA1 to the UE.

[0085] Step 406: the UE sends a binding update request
message to the P-GW1, and the message includes the CoA
and the HoA 1.

[0086] Step 407: the P-GW1 sends an indication of IP-
CAN session establishment message to the PCRF, and the
message includes the CoA, HoAl, NAI, and APN1; and the
PCRF associates the IP-CAN session with the gateway con-
trol session of the UE according to the CoA.

[0087] Step 408: the PCRF, according to the network
policy, user subscription information and information about
the first service network to be accessed, etc., sets first event
triggers, and sends the first event triggers to the P-GW1 via an
acknowledge IP-CAN session establishment message.
[0088] Step 409: a PCEF in the P-GW1 installs the first
event triggers provisioned by the PCRF, and returns a binding
acknowledgement message to the UE.

[0089] Step 410: the PCRF provisions the first event trig-
gers to the BBERF in the trusted non-3GPP access network
via a gateway control and QoS rule provision message.
[0090] Step 411: the BBERF in the trusted non-3GPP
access network installs the first event triggers, and returns an
acknowledge gateway control and QoS rule provision mes-
sage to the PCRF.

[0091] Till now, the UE attachment flow is complete, and an
IP-CAN session to a PDN1 is established.

[0092] Step 412: because of service requirement, the UE
determines to access a second service network, and queries
the DNS according to an APN2 to obtain an IP address of a
P-GW2 capable of accessing the second service network.
[0093] Step 413: a security association is established
between the UE and the P-GW2, during this process the
P-GW2 assigns an HoA2 to the UE.

[0094] Step 414: the UE sends a binding update request
message to the P-GW2, and the message includes the CoA
and the HoA2.

[0095] Step 415: the P-GW2 sends an indication of IP-
CAN session establishment message to the PCRF, and the
message includes the CoA, HoA2, NAI and APN2; and the
PCRF associates the IP-CAN session with the gateway con-
trol session of the UE according to the CoA.

[0096] Step 416: the PCRF, according to the network
policy, user subscription information and information about
the second service network to be accessed, etc., sets second
event triggers, and sends the second event triggers to the
P-GW2 via an acknowledge IP-CAN session establishment
message.

[0097] Step 417: a PCEF in the P-GW2 installs the second
event triggers provisioned by the PCRF, and returns a binding
acknowledgement message to the UE.

[0098] The above-mentioned steps are identical to the pro-
cessing in the prior art.

[0099] Step 418: the PCRF merges the first event triggers
set for a first IP-CAN session with the second event triggers
set for a second IP-CAN session to form merged event trig-
gers comprising all event triggers of the first and second
IP-CAN sessions, and provisions them to the BBERF in the
trusted non-3GPP access network through a gateway control
and QoS rule provision message. Since the first and second
IP-CAN sessions of the UE share one gateway control ses-
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sion, the merged event triggers of the event triggers of the first
and second IP-CAN sessions may also be regarded as event
triggers of this gateway control session (Gxx session), i.e., the
event triggers provisioned by the PCRF are based on the
gateway control session level, rather than the IP-CAN session
level.

[0100] Step 419: the trusted non-3GPP access network
deletes the first event triggers, installs the merged event trig-
gers, and returns an acknowledge gateway control and QoS
rule provision message to the PCRF.

[0101] In another embodiment, in step 418, it should be
firstly determined whether the event triggers in the first event
triggers are completely identical to those in the second event
triggers, or whether the merged event triggers are identical to
the first event triggers, if yes, the merged event triggers are not
provisioned. Correspondingly, it would be unnecessary to
implement step 419. In other words, in the present invention
event triggers comprising all current event triggers only needs
to be provisioned when a set of all event triggers of each
IP-CAN session related to the UE changes. Specific embodi-
ments here are not limited in the present invention.

[0102] The UE may also access a third service network,
then the PCRF sets third event triggers for a third IP-CAN
session, merges the third event triggers with the first event
triggers and the second event triggers, and provisions the
merged event triggers to the BBERF. The specific flow is
similar. The scenario of accessing a forth or more service
network is also similar.

[0103] When the UE establishes IP connection to the first
service network and IP connection to the second service
network through the above-mentioned steps, if service infor-
mation of the first service network, the network policy of EPS
or user subscription information changes, or under other cir-
cumstances, the PCRF needs to update policy control infor-
mation related to the first IP-CAN session. The flow of updat-
ing is shown in FIG. 5, and each step is described below.
[0104] Step 501: when the service information of the first
service network, the network policy of the EPS or user sub-
scription information changes, the PCRF updates the previ-
ous policy control information related to the first IP-CAN
session, here it is assumed that the first event triggers are
updated.

[0105] Step 502: the PCRF merges the updated first event
triggers with the stored second event triggers to form merged
event triggers comprising all event triggers of the first IP-
CAN session and the second IP-CAN session, and provisions
them to the BBERF in the trusted non-3GPP access network
through a gateway control and policy rule provision message.
Likewise, since the first and second IP-CAN sessions of the
UE share one gateway control session, the merged event
triggers of the event triggers of the first and second IP-CAN
sessions may also be regarded as event triggers of this gate-
way control session (Gxx session), i.e., the event triggers
provisioned by the PCRF are based on the gateway control
session level, rather than the IP-CAN session level.

[0106] Step 503: the UE and the trusted non-3GPP IP
access network perform the newly provisioned policy.
[0107] Step 504: the BBERF in the trusted non-3GPP
access network deletes the installed event triggers, installs the
merged event triggers which are newly provisioned, and
returns an acknowledge gateway control and policy rule pro-
vision message to the PCRF.
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[0108] Step 505: the PCRF provisions the updated first
event triggers to the P-GW1 is through a policy and charging
rule provision message.

[0109] Step 506: the P-GW 1 updates the first event triggers
and returns an acknowledge policy and charging rule provi-
sion message to the PCRF.

[0110] Inthe above-mentioned steps 502 and 505, after the
PCREF updates the event triggers, if assignment of resources in
step 503 does not require updating the PCC rule in the PCEF,
there would be no fixed order between the operation of pro-
visioning to the trusted non-3GPP access network and the
operation of provisioning to the P-GW1. It is also similar in
other embodiments.

[0111] In another embodiment, if service information of
the second service network, the network policy of EPS or user
subscription information changes, the PCRF needs to update
policy control information related to the second IP-CAN
session and update the second event triggers, and the PCRF
merges the updated second event triggers with the stored first
event triggers to form merged event triggers comprising all
event triggers of the first IP-CAN session and the second
IP-CAN session, and provisions them to the BBERF in the
trusted non-3GPP access network through a gateway control
and policy rule provision message; and the BBERF deletes
the installed event triggers and installs the merged event trig-
gers which are newly provisioned.

[0112] After the UE establishes IP connection to the first
service network and IP connection to the second service
network according to the flow in FIG. 4, if the UE initiates a
new resource request to the first service network, the PCRF
needs to reset first event triggers so that the PCRF is to update
event triggers related to the first IP-CAN session in the trusted
non-3 GPP access network. The flow of updating is shown in
FIG. 6, and each step is described below.

[0113] Step 601: the trusted non-3GPP access network
receives a resource request for the first IP-CAN session ini-
tiated from the UE.

[0114] Step 602: the trusted non-3GPP access network
sends a gateway control and QoS policy rule request message
to the PCRF, and the message includes the requested QoS and
a TFT (Traffic Flow Template).

[0115] Step 603: the PCRF sets new first event triggers
according to the request message.

[0116] Step 604: the PCRF sends apolicy and charging rule
provision message to the P-GW 1, and the message includes
the updated first event triggers.

[0117] 1is Step 605: the P-GW1 installs the updated first
event triggers and returns an acknowledge policy and charg-
ing rule provision message.

[0118] Step 606: the PCRF merges the updated first event
triggers with the stored second event triggers to form merged
event triggers comprising all event triggers of the first IP-
CAN session and the second IP-CAN session, and provisions
them to the BBERF in the trusted non-3GPP access network
through a gateway control and policy rule provision message.
Likewise, since the first and second IP-CAN sessions of the
UE share one gateway control session, the merged event
triggers of the event triggers of the first and second IP-CAN
sessions may also be regarded as event triggers of this gate-
way control session (Gxx session), i.e., the event triggers
provisioned by the PCRF are based on the gateway control
session level, rather than the IP-CAN session level.

[0119] Step 607: the UE and the trusted non-3GPP IP
access network perform the newly provisioned policy.
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[0120] Step 608: the BBERF in the trusted non-3GPP
access network deletes the installed event triggers, installs the
merged event triggers which are newly provisioned, and
returns an acknowledge gateway control and policy rule pro-
vision message to the PCRF.

[0121] In another embodiment, if the UE initiates a new
resource request to the second service network, the PCRF
needs to reset second event triggers so that the PCRF updates
the second event triggers. Then, the updated second event
triggers and the stored first event triggers are merged to form
merged event triggers comprising all event triggers of the first
IP-CAN session and the second IP-CAN session, and the
merged event triggers are provisioned to the BBERF in the
trusted non-3GPP access network through a gateway control
and policy rule provision message; the BBERF deletes the
installed event triggers and installs the merged event triggers
which are newly provisioned.

[0122] After updating event triggers of an IP-CAN session
of' a UE, the PCRF may firstly determine whether the event
triggers in the updated event triggers are all included in event
triggers of other IP-CAN sessions related to the UE; if no, the
updated event triggers and the event triggers of other IP-CAN
sessions related to the UE are merged to form merged event
triggers comprising all event triggers of each IP-CAN session
related is to the UE, and the merged event triggers are provi-
sioned to the BBERF; and if yes, it would be unnecessary to
provision the event triggers to the BBERF, and the flow ends.
[0123] Correspondingly, an EPS of the present invention
includes a PCRF and a BBERF, wherein

[0124] the PCREF is used for setting all event triggers infor-
mation of each IP-CAN session related to a UE into event
triggers, each time the PCRF provisions the event triggers of
the UE to the BBERF.

[0125] the BBERF is used for installing or updating the
event triggers after receiving the provisioned event triggers.

[0126] The specific provisioning manners adopted by the
PCRF mainly comprise:

[0127] after setting and provisioning first event triggers for
the UE and when setting new event triggers, the PCRF
directly merges each event trigger related to the UE to form
merged event triggers comprising all event triggers of each
IP-CAN session related to the UE, and then provisions the
merged event triggers to the BBERF; or when setting the new
event triggers of the IP-CAN session, the PCRF firstly deter-
mines whether event triggers in the newly set event triggers
are all included in event triggers of other IP-CAN sessions
related to the UE; if no, the operations of merging and provi-
sioning are further performed; and if yes, it is unnecessary to
provision the event triggers.

[0128] After updating event triggers of an IP-CAN session
of the UE, The PCRF directly merges the updated event
triggers with event triggers of other IP-CAN sessions related
to the UE to form merged event triggers comprising all event
triggers of each IP-CAN session related to the UE, and then
provisions the merged event triggers to the BBERF; or after
updating the event triggers of the IP-CAN session, the PCRF
firstly determines whether the event triggers in the updated
event triggers are all included in event triggers of other IP-
CAN sessions related to the UE; if no, the operations of
merging and provisioning are further performed; and if yes, it
is unnecessary to provision the event triggers.

[0129] The above-mentioned embodiments are only pre-
ferred embodiments for sufficiently illustrating the present
invention, and thus the protection scope of the present inven-
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tion is not limited thereto. All equivalent alternatives or alter-
ations made by the skilled in the art on the basis of the present
invention are all in the protection scope of the present inven-
tion. The protection scope of the present invention is subject
to the claims.

[0130] For example, though all of the above-mentioned
embodiments are based on the access scenario in FIG. 2, the
present solution is likewise suitable for a scenario of a UE
accessing multiple PDNs via one P-GW. Under this scenario,
the operations of updating, provisioning, and installing event
triggers between the PCRF and BBERF may adopt the
method in the above-mentioned flow.

[0131] For another example, the present solution is like-
wise suitable for a scenario of a UE accessing more than two
PDNs. Ander this scenario, the operations of updating, pro-
visioning, and installing event triggers between the PCRF and
BBERF may follow the following solution: each time event
triggers of the UE are provisioned to the BBERF, the event
triggers include all event triggers of gateway control sessions
(i.e., each IP-CAN session related to the UE) related to the
UE.

[0132] Further, a BBERF may also exist in an ePDG, and a
same problem also occurs in provisioning and installing event
triggers between the PCRF and the BBERF. Though sce-
narios causing updating and provisioning of event triggers
may be different, the reason causing this problem is that there
is only one channel between the PCRF and the BBERF, thus
the BBERF cannot distinguish to which IP-CAN session
event triggers are related, therefore, operations of updating,
provisioning and installing event triggers between the PCRF
and BBERF in the above-mentioned flow may also be used to
solve the existing technical problem.

INDUSTRIAL APPLICABILITY

[0133] The present invention provides a method for provi-
sioning and installing event triggers and a corresponding
evolved packet system. The PCRF, based on gateway control
session level, provisions event triggers composed of all event
triggers of a UE to the BBERF, so that the BBERF can
correctly report trigger events so as to perform correct policy
control to the service data flow.

1. A method for provisioning and installing event triggers,
which is applied to an evolved packet system, comprising:

a policy and charging rules function entity (PCRF) provi-
sioning event triggers to a bearer binding and event
reporting function entity (BBERF) based on gateway
control session level,

after receiving the provisioned event triggers, the BBERF
installing or updating the event triggers.

2. The method for provisioning and installing event trig-

gers according to claim 1, wherein

the event triggers comprise all event triggers of all IP
connectivity access network sessions (IP-CAN ses-
sions) of a user equipment, which share the gateway
control session.

3. The method for provisioning and installing event trig-
gers according to claim 2, wherein before the PCRF provi-
sions the event triggers to the BBERF, the method further
comprising: the user equipment interacting with a packet data
network gateway (P-GW) according to a dual stack mobile
Ipv6 (DSMIPv6), and accessing different service networks
through different P-GWs or one P-GW.

4. The method for provisioning and installing event trig-
gers according to claim 3, wherein

Jun. 2, 2011

when the user equipment performs attachment, the PCRF
sets event triggers for a first IP-CAN session of the user
equipment and provisions them to the BBERF; and
after the user equipment attachment is complete and when
a new IP-CAN session is established, the PCRF sets
event triggers for the newly established IP-CAN session,
and merges the newly set event triggers with event trig-
gers of other IP-CAN sessions related to the user equip-
ment to form merged event triggers comprising all event
triggers of each IP-CAN session related to the user
equipment, and then provisions the merged event trig-
gers to the BBERF.
5. The method for provisioning and installing event trig-
gers according to claim 3, wherein
when the user equipment performs attachment, the PCRF
set event triggers for a first IP-CAN session of the user
equipment and provisions them to the BBERF;
after the user equipment attachment is complete and when
a new IP-CAN session is established, the PCRF sets
event triggers for the newly established IP-CAN session,
and then determines whether event triggers in the newly
set event triggers are all included in event triggers of
other IP-CAN sessions related to the user equipment; if
yes, the PCRF need not provision the event triggers to
the BBERF; if no, the PCRF merges the newly set event
triggers with event triggers of other IP-CAN sessions
related to the user equipment to form merged event
triggers comprising all event triggers of each IP-CAN
session related to the user equipment, and then provi-
sions the merged event triggers to the BBERF.
6. The method for provisioning and installing event trig-
gers according to claim 3, wherein
after updating event triggers of an IP-CAN session of the
user equipment, the PCRF merges the updated event
triggers with event triggers of other IP-CAN sessions
related to the user equipment to form merged event
triggers comprising all event triggers of each IP-CAN
session related to the user equipment, and provisions the
merged event triggers to the BBERF.
7. The method for provisioning and installing event trig-
gers according to claim 3, wherein
after updating event triggers of an IP-CAN session of the
user equipment, the PCRF firstly determines whether
event triggers in the updated event triggers are all
included in event triggers of other IP-CAN sessions
related to the user equipment; if yes, the PCRF need not
provision the event triggers to the BBERF; if no, the
PCRF merges the updated event triggers and event trig-
gers of other IP-CAN sessions related to the user equip-
ment to form merged event triggers comprising all event
triggers of each IP-CAN session related to the user
equipment, and then provisions the merged event trig-
gers to the BBERF.
8. An evolved packet system, comprising a PCRF and a
BBEREF, wherein
the PCRF is used for setting all event trigger information of
each IP-CAN session related to a user equipment into
event triggers, each time the PCRF provisions the event
triggers to the BBERF;

the BBERF is used for installing or updating the event
triggers after receiving the provisioned event triggers.
9. The evolved packet system according to claim 8,
wherein
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after setting and provisioning first event triggers for the
user equipment and when setting new event triggers, the
PCRF directly merges each event trigger related to the
user equipment to form merged event triggers compris-
ing all event triggers of each IP-CAN session related to
the user equipment, and then provisions the merged
event triggers to the BBERF; or when setting new event
triggers of an IP-CAN session, the PCRF firstly deter-
mines whether event triggers in the newly set event
triggers are all included in event triggers of other IP-
CAN sessions related to the user equipment; if no, the
operations of merging and provisioning are further per-
formed;
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PCREF firstly determines whether the event triggers in the
updated event triggers are all included in event triggers
of other IP-CAN sessions related to the user equipment;
if no, the operations of merging and provisioning are
further performed; and if yes, it is unnecessary to provi-
sion the event triggers.

11. The evolved packet system according to claim 9,

wherein

after updating event triggers of an IP-CAN session of the
user equipment, the PCRF directly merges the updated
event triggers with event triggers of other IP-CAN ses-
sions related to the user equipment to form merged event
triggers comprising all event triggers of each IP-CAN

and if'yes, it is unnecessary to provision the event triggers.

10. The evolved packet system according to claim 8,
wherein

after updating event triggers of an IP-CAN session of the

session related to the user equipment, and then provi-
sions the merged event triggers to the BBERF; or after
updating the event triggers of the IP-CAN session, the
PCREF firstly determines whether the event triggers in the

user equipment, the PCRF directly merges the updated
event triggers with event triggers of other IP-CAN ses-
sions related to the user equipment to form merged event
triggers comprising all event triggers of each IP-CAN
session related to the user equipment, and then provi-
sions the merged event triggers to the BBERF; or after
updating the event triggers of the IP-CAN session, the

updated event triggers are all included in event triggers
of other IP-CAN sessions related to the user equipment;
if no, the operations of merging and provisioning are
further performed; and if yes, it is unnecessary to provi-
sion the event triggers.
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